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Foreign Information Manipulation and Interference (FIMI) is a complex systemic 
risk to democratic societies that is particularly manifested and amplified through the 
media. FIMI operates through the coordinated activities of foreign state and non-
state actors, their proxies and coordinated channels, which, among other things, ex-
ploit the economic, institutional and digital vulnerabilities of the media to influence 
public debate, trust in institutions and democratic processes.

This policy paper analyses this phenomenon in the context of North Macedonia, 
focusing on the media ecosystem, the regulatory framework and institutional mech-
anisms, and proposes measures to reduce the risks, while fully upholding freedom of 
expression and in line with European regulatory frameworks. Instead of attribution to 
specific operations, the paper applies an analytical framework - the European FIMI 
Exposure Matrix, to identify techniques, channels and actors that enable manipula-
tion and interference.

The analysis shows that in the national context, FIMI is not regulated as a 
separate and integrated area, and its relevant aspects are dispersed across me-
dia and electoral legislation, digital regulation, cyber and national security frame-
works, and educational policies. This fragmented approach allows for partial 
detection, but not systemic risk management. Media and electoral regulation 
provide important democratic guarantees, however, they remain predominantly 
reactive and content-specific. Digital regulation and cyber legislation establish a 
solid foundation for managing technical risks and incidents, but do not treat FIMI 
as a media problem.

The findings point to systemic factors that increase the media’s suscepti-
bility to manipulative influence. Physical and online attacks, legal threats and in-
sufficient institutional protection diminish the capacity for research, verification and 
critical reporting, which are crucial to recognizing and exposing coordinated informa-
tion influences. The limited media market, financial pressures and incomplete trans-
parency increase the vulnerability of some media outlets to pressures and influences 
and narrow editorial autonomy. On platforms, algorithms often reward content that 
prompts strong reactions, so manipulative messages gain greater reach and veri-
fied sources get less visibility. FIMI, however, rarely occurs as a single technique and 
most often manifests itself through combinations of selective presentation of facts, 
disinformation, coordinated amplification, manipulative narratives and abuse of influ-
encers and pseudo-media sites. Risks increase during election cycles, security and 
geopolitical crises, and high-profile public interest cases, when the pressure for rapid 
information accelerates the spread of unverified content.

At the same time, gaps in coordination are noted, i.e. insufficiently clear 
protocols for rapid response and information exchange between institutions, 
regulators, media and civil society, and a lack of systemic support for media and 
information literacy as a long-term and preventive pillar of resilience. 

Based on the analysis, the recommendations of this policy paper are aimed at 
measures that can be implemented in parallel, with a clear priority on transparency, 
institutional communication and strengthening professional and public capacities. 
This includes:
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	– enhancing the transparency of media financing and ownership and the public 
visibility of political/paid online advertising;

	– establishing protocols for rapid, accurate and consistent communication in 
crisis situations, with clearly assigned roles and responsibilities, without inter-
fering with editorial autonomy;

	– continuous training in editorial offices on verification, digital security, editorial 
standards and working with open sources (OSINT), with a special focus on the 
local level;

	– cooperation with platforms through transparency of moderation, access to data 
for research and public interest, and better visibility of credible sources, without 
censorship and while upholding freedom of expression;

	– strengthening public resilience through media and information literacy pro-
grams and promoting fact-checking; and

	– establishing cross-sectoral coordination between institutions, media organiza-
tions, civil society and the academic community to monitor trends, provide early 
warning and assess the effects of the measures.

Such measures will ensure strengthening the resilience of the media and digital 
ecosystem and will protect freedom of expression and the public interest in the face 
of foreign information influences.

 

-
-

-

-

-
-
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Foreign Information Manipulation and Interference (FIMI) represents a complex 
and long-term threat to democratic societies, which is increasingly manifested through 
media systems and public communication. Unlike classical forms of propaganda or in-
dividual cases of disinformation, FIMI encompasses coordinated and intentional activ-
ities by foreign state and non-state actors (including their proxies) aimed at reducing 
trust in the media, institutions and democratic processes, through the systemic misuse 
of traditional media and digital channels (EEAS, 2023).

Modern European approaches to FIMI, developed by the European External Ac-
tion Service (EEAS), indicate that FIMI is, above all, a structural problem (EEAS, 2023). 
Rather than focusing solely on identifying “misinformation”, these approaches ana-
lyse the infrastructure of influence, i.e. networks of official channels, state-controlled 
media, formally independent but de facto aligned actors, and broader ecosystems 
of channels that support each other and jointly create a manipulative effect on the 
public (EEAS, 2025).

In this context, the media are not just “victims” or “intermediaries” of foreign in-
fluence, but part of the system in which FIMI operations can be embedded, reproduced 
or contested. The economic vulnerability of the media market, the lack of transparency 
of ownership structures and financial revenues, the dependence on online platforms 
and algorithm-driven content distribution create an environment in which manipula-
tive influences can occur even without the direct or conscious cooperation of media 
actors. These structural weaknesses are also consistently noted in assessments of the 
sustainability of the media sector in North Macedonia, where financial constraints and 
insufficient resources are associated with reduced quality of information and greater 
vulnerability to pressures (IREX, 2024). Hence, FIMI poses a challenge not only for 
journalism, but also for media regulation, self-regulation and institutional coordination.

The Republic of North Macedonia, as a NATO member state and candidate for 
membership in the European Union, faces such risks in the context of additional struc-
tural weaknesses. Political polarization, limited trust in institutions, economic pressures 
on the media, and relatively low levels of media and digital literacy increase the expo-
sure of the media ecosystem to foreign manipulative influences, especially in periods 
of political sensitivity, elections, or crises and they impede systemic responses (AJM, 
2024). The European Commission’s 2025 Report notes that media legislation is not yet 
fully aligned with the acquis, including new European legislation, such as the Europe-
an Media Freedom Act (EMFA) (European Commission, 2024). Furthermore, the same 
report states that challenges remain around transparency of ownership and that the 
framework for state advertising poses risks of abuse and market disruption.

At the same time, the response to FIMI must not be based on restrictive measures 
or ad hoc content restrictions, as this poses a serious risk to freedom of expression and 
media pluralism. European regulatory instruments, in particular the Digital Services Act 
(DSA) (European Union, 2022) and the Media Freedom Act (EMFA) emphasize the need 
for systemic risk management, greater transparency, responsibility and accountability, 
but without interfering with editorial autonomy and legitimate public discourse.

In this sense, this policy paper aims to contribute to the development of a me-
dia-oriented and regulatory-aligned approach to FIMI in North Macedonia. The fo-
cus is on the role of the media ecosystem and relevant stakeholders, as well as 



10

the regulatory and institutional frameworks that shape their operations, in order 
to identify key gaps and offer applicable policy options. The ultimate goal is to 
strengthen media resilience and improve coordination between media, regulators, 
institutions and civil society, in line with European standards and principles of free-
dom of expression and the public interest.

This paper is prepared as a policy analysis, with the aim of contributing to a better 
understanding of FIMI as a systemic risk and to identifying realistic policy options to 
strengthen the resilience of the media and the digital ecosystem. It is part of the ongo-
ing research and analytical work on Foreign Information Manipulation and Interference 
by the Institute of Communication Studies (ICS). It builds on the initial analysis of how 
FIMI manifests itself in the Republic of North Macedonia (Hadzi-Janev and Stoilkovski, 
2025), continues the regulatory perspective and European context developed in the 
policy paper (Bleyer -Simon, 2025) and takes into account the findings and options for 
institutional response to FIMI in the country (Grizev and Poposka, 2025). In that sense, 
the document retains the already established definitions and analytical approach and 
develops them further with a focus on the media ecosystem: its structural vulnerabili-
ties, the channels and mechanisms through which those vulnerabilities can be exploit-
ed, as well as measures that are proportionate, transparent and consistent with the 
protection of freedom of expression and media pluralism.

The approach is aligned with European frameworks that analyse the phenomenon 
through patterns of behaviour, networks and channels, rather than through isolated 
content. The paper does not assign responsibility for specific operations or “prescribe” 
operations to specific actors, nor does it aim to produce lists or “label” domestic media 
outlets, organizations or individuals. Instead, it focuses on structural vulnerabilities, in-
stitutional and regulatory gaps and ways to overcome them through measures that are 
proportionate and defensible from a human rights perspective. The guiding principles 
are: protecting freedom of expression and media pluralism; a risk-based approach with 
an emphasis on transparency and accountability; supporting quality journalism and 
self-regulation as a basis for public trust; and building societal resilience through me-
dia and information literacy and improved coordination among relevant stakeholders.

The paper begins with an introduction and methodological clarification of FIMI and 
the analytical matrix, then sets the problem in a national context and presents the ex-
posure matrix as a tool for mapping channels and effects. This is followed by an over-
view of the European regulatory and strategic context, and then an analysis of percep-
tions and needs in the country and the relevant normative and institutional segments. 
The matrix is then applied to the Macedonian context to identify recurring scenarios 
and vulnerabilities, after which existing mechanisms and critical gaps are reviewed. The 
paper finishes with conclusions and proposed policy measures aimed at institutions, 
the media sector, civil society organizations and online platforms, in the spirit of pro-
portionality, transparency and protection of freedom of expression.
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Methodology 
This document has been prepared as a policy analysis based on desk research 

and analytical synthesis of relevant European and national sources, in order to de-
scribe how FIMI manifests itself as a systemic risk in the media and digital ecosystem 
and to propose measures that strengthen resilience, without limiting freedom of ex-
pression and media pluralism.

The methodology relies on: 

(а)	 (a) the European conceptual and analytical frameworks for FIMI of the European 
Media Freedom Act, including the FIMI Exposure Matrix (EEAS, 2025) as an ap-
proach to mapping channels and behavioural patterns,

(b)	 European regulatory instruments that set obligations for systemic risk manage-
ment, transparency and protection of media freedom (Digital Services Act (DSA), 
Media Freedom Act (EMFA), political advertising regulation, Artificial Intelligence 
Act (AI Act) and related (co)regulatory mechanisms),

(c)	 relevant national legal and strategic documents on the media, the digital envi-
ronment and security, and

(d)	 local and regional analyses of the media system, trust, information risks and the 
safety of journalists.

The selection of sources was guided by criteria of relevance to the purposes of 
the paper, institutional and expert authority (the EU and the Council of Europe take 
precedence), verifiability and applicability in Macedonian conditions.

The time frame of the review is November - December 2025. The paper does not 
use new field data (interviews, surveys or focus groups) and does not establish ori-
gin/responsibility for specific operations or actors. Due to the dynamics of the phe-
nomenon, the analysis deliberately focuses on structural vulnerabilities, institutional 
capacities and sustainable policies, rather than on individual cases.
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Тhe European External Action Service (EEAS) defines FIMI as a “mostly non-il-
legal pattern of behaviour that has the potential to negatively impact values, proce-
dures and political processes. Such activity is manipulative in character, conducted 
in an intentional and coordinated manner. Actors of such activity can be state or 
non-state actors, including their proxies (EEAS, 2023). FIMI is not limited to classic 
propaganda or isolated cases of disinformation. It is an intentional and coordinated 
action in which different communication channels – from media and intermediary 
networks to anonymous social media profiles, influencers and synchronized web 
pages – reinforce each other to create a distorted image of events, institutions 
and international partners (EEAS, 2025). The key objective is often to reduce trust, 
weaken democratic processes, and not to “persuade” the audience about a single 
thesis (EEAS, 2023).

The consequences are twofold - concerning security and democracy. From a se-
curity perspective, foreign information influences can influence public perceptions 
and political decisions related to foreign policy, defence, or key geopolitical orienta-
tions of the state. From a democratic perspective, they disrupt informed participation 
of citizens in elections and public debates, fostering polarization, cynicism, and apa-
thy (European Commission, 2024).

In North Macedonia, such risks are compounded by existing weaknesses in the 
media ecosystem and institutional trust. The European Commission, in its reports on 
candidate countries, notes limited progress on freedom of expression and points to 
unresolved issues, such as transparency of ownership and potential risks related to 
state advertising (European Commission, 2025). These conditions create space for 
external narratives to be more easily “localized” through local proxies, thematic com-
munities, or targeting vulnerable groups.

In addition, digital transformation and the reliance on major online platforms 
means that much of public communication takes place in algorithmically driven and 
often non-transparent environments, which reduces the visibility of coordinated ma-
nipulative activities and hinders timely risk identification (EEAS, 2025). In this regard, 
the Digital Services Act (DSA) provides obligations, in particular for very large plat-
forms, to assess and mitigate systemic risks related to fundamental rights, public 
debate and democratic processes (European Commission, 2025).

Hence, FIMI is a risk not only for foreign and security policy, but also for the 
fundamental values of the democratic order: pluralism, informed participation, ac-
countability of institutions and free and independent media. Policies are needed that 
recognize the systemic nature of the threat, strengthen the media and journalists as 
guardians of public interest, and provide measures that are proportionate, transpar-
ent and in line with European standards on freedom of expression.

For the purposes of this document, FIMI refers to situations in which, cumulative-
ly or predominantly, several interrelated elements are recognized.
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•	 First, there is a foreign connection or interest, whereby activities are initiated, 
directed or carried out in the interest of foreign state or non-state actors 1, often 
through local proxies and intermediary structures (EEAS, 2023).

•	 Second, FIMI are characterized by intention in their actions and coordination, i.e. 
planned and coordinated action across multiple channels and formats, including 
networks of social media profiles and pages, online portals and media outlets, 
influencers, groups and paid communication tools (EEAS, 2024).

•	 Third, manipulative communication techniques are applied within the framework 
of FIMI, such as deception, source concealment, misrepresentation, selective 
framing, or the imposition of narratives through seemingly legitimate sources 
and platforms (Council of Europe, 2021).

•	 FIMI have a clear objective of influencing the public sphere, including electoral 
processes, public policies, trust in institutions and the media, social cohesion 
and international orientations, with a cumulative effect on democratic processes 
(EEAS, 2023).

In this approach, malinformation is an important, albeit not the only, element. 
Manipulative influence can also be achieved through accurate information presented 
in a manipulative context, if it is reinforced in a coordinated manner and with a clear 
goal of exerting influence (Council of Europe, 2021). It is crucial to keep in mind that 
much of the content that can be considered harmful (including disinformation) is of-
ten lawful communication, and as such is generally protected by freedom of expres-
sion and should be treated differently from unlawful content (Bleyer-Simon, 2025). 
The specificity of FIMI lies in the intention, coordination and potential harmful impact 
of organized activities. A manipulative effect can also be achieved with accurate in-
formation, if it is presented in a manipulative context and reinforced in a coordinated 
manner across multiple channels.

In practical terms, FIMI is most often recognized when several indicators coin-
cide: there is a foreign interest; the action is coordinated through multiple channels; 
manipulative techniques are used (e.g., false contextualization, source concealment, 
imitation of credible media, abuse of mechanisms to amplify reach); and there is a 
clear goal of influencing the public sphere in another country.

For the purposes of analysis, it is useful to distinguish four basic forms:

(а)	 (a) long-term campaigns that gradually become normalized;

(b)	 operations around a specific event (elections, crises, protests) with the rapid im-
position of an interpretation;

(c)	 operations targeting groups (ethnic/identity, youth, diaspora) with the aim of 
deepening divisions; and

1	 Non-state actors are powerful individuals or groups, such as non-governmental organizations, corporations, or armed 
groups that influence global or national processes, but are not part of formal state authority. They act independently 
and influence political, economic, and social processes at the national and global levels.

-

-

-

-
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(d)	 hybrid operations that combine information manipulation with other instruments 
such as cyber activities or diplomatic pressure), with FIMI functioning as an inte-
gral part of a broader hybrid strategy (NATO, 2024).

This framework in the paper sheds light on how threats emerge in the media 
space and helps shape policies that reduce their impact, without jeopardizing free-
dom of expression, media pluralism, and the democratic character of public debate.

The European External Action Service’s third report on FIMI threats introduces 
an analytical tool - the FIMI Exposure Matrix, for classifying information channels 
according to the degree and nature of their connection to foreign threat actors and 
networks of influence. The value of the Matrix is that it exposes the “architecture” 
of FIMI operations: in addition to the visible layer (official and publicly connected 
channels), it also maps the hidden infrastructure that allows infiltration into local au-
diences and amplification of manipulative narratives through networks of channels 
(EuvsDisinfo, 2025).

The matrix covers four categories of channels:

1.	 Official state channels (Category 1) - official profiles and websites of state insti-
tutions, ministries, embassies and other formal channels of state communication.

2.	 State-controlled outlets (Category 2) - media outlets that formally have their own 
legal entity, but are financed, managed or editorially controlled by the state.

3.	 State-linked channels (Category 3) - formally independent channels/media/pro-
files with structural ties to the state or state-linked actors (ownership, funding, co-
ordination, recurring propaganda patterns).

4.	 State-aligned channels (Category 4) - sources that cannot formally be attributed 
to a state actor, but show systematic alignment and similar behavioural characteris-
tics, thereby playing a significant role in FIMI activities.

Each category is recognized through a combination of technical and behavioural 
indicators, such as publicly declared affiliation or self-presentation, financial traces and 
sources of funding, shared infrastructure, as well as amplification practices (posting iden-
tical content, automated translations, mass reposting, coordinated messages, inauthen-
tic profiles, and the like).

In this paper, we use the FIMI Exposure Matrix as a framework for mapping the 
channels and mechanisms through which information exerts influence. The goal is not 
to “hunt” for individual contentious posts, but to understand how manipulative influ-

FIMI Exposure Matrix:
A Framework for Mapping Channels 1.1.
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ence is created and amplified, i.e. which channels produce it, which transmit it, how 
it “spills over” between platforms and media, and where it gains local visibility and 
legitimacy. This approach is particularly useful because FIMI almost never operates 
as an isolated incident, but rather builds a gradual effect through different channels, 
proxies, and formats.

Practically, the Matrix in this paper serves four purposes:

•	 First, to examine the types of channels relevant to FIMI risks in North Macedonia;

•	 Second, to compare that “channel map” with existing rules and mechanisms (laws, 
regulatory and self-regulatory instruments) and to identify systemic “blind spots”;

•	 Third, to assess whether institutions and the sector have a clear division of roles and 
coordination, especially for channels where the impact is indirect; and

•	 Fourth, to formulate measures that are precise and proportionate: higher standards 
of transparency and accountability where justified, and preventive and long-term 
tools where the risk is indirect (media literacy, support for independent media, pro-
fessional standards). Criteria that apply for all cases are compliance with European 
standards and a balance with freedom of expression and media pluralism.

It is important to highlight that the application of the Matrix here does not mean 
“labelling” specific domestic media outlets. It is used to better understand the risk 
points in the system and to develop recommendations that strengthen resilience 
without punitive logic and without restricting legitimate public debate.

-
-
-
-
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2.1.
Regulatory instruments: platform 
accountability, transparency and
protection of media pluralism 

2.1.

The European External Action Service (EEAS) defines FIMI as a mostly non-ille-
gal pattern of behaviour, which can nevertheless have significant negative effects on 
values, democratic procedures and political processes. The focus is on the existence 
of clear intent, coordination, the manipulative nature and the use of proxies and net-
works, and not just the accuracy/inaccuracy of individual claims.

This logic is backed-up with empirical evidence: EEAS’s second report is based 
on 750 investigated FIMI incidents between 1 December 2022 and 30 November 
2023, confirming the need for analytics that recognise “patterns” and repetitive be-
haviours, rather than isolated incidents (EEAS, 2024). In parallel, the EEAS has insti-
tutionalised the framework through the development of a FIMI Toolbox and structures 
for systematic detection and exposure of operations, including the FIMI Information 
Sharing and Analysis Centre (FIMI-ISAC) as a mechanism for improved information 
exchange and shared situational awareness in line with the broader logic of European 
“network defence”.

EEAS’s third report goes a step further, focusing on digital infrastructure (chan-
nels, domains, networks of pages/profiles, distribution methods) and presents the 
FIMI Exposure Matrix as a tool for mapping the architecture and indicators of opera-
tions (EEAS, 2025). This is particularly important for this policy paper as it shifts the 
debate from the question of “which story is false” to the question of “which channels 
and mechanisms create a cumulative effect on the public sphere and where are the 
systemic vulnerabilities”.

The European Union is building its regulatory framework on the premise that the 
online space must not remain a space without accountability when it comes to systemic 
risks to public debate and democratic processes. In this regard, risk management and 
transparency are being strengthened, through a combination of regulatory and co-reg-
ulatory mechanisms.

A practical example of this logic is the transformation of the Code of Practice on 
Disinformation into a Code of Conduct under the Digital Services Act (DSA), with the 
European Commission and the European Board for Digital Services approving the inte-
gration (February 2025) as a benchmark for demonstrating risk reduction and transpar-
ency measures (European Commission, 2025).

In parallel, the new European regulatory package links the topic to media pluralism 
and independence and to the economy of political influence (transparency of political 
advertising and limitation of risky targeting/amplification practices). These instruments 
are relevant for FIMI because they are not limited to “harmful content”, but address the 
infrastructure of influence, i.e. who pays, how is targeting done, how is reach amplified 
and what transparent traces must exist (IviR, 2025).
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Finally, the EU AI Act (European Union, 2024) introduces standards that become 
directly relevant to FIMI due to the increasing use of synthetic content, automated 
targeting and scalable manipulation techniques. In doing so, the European framework 
expands the policy from classic “information hygiene” to the management of techno-
logical risks affecting the public sphere.

In addition to the EU, the Council of Europe is developing the topic from the 
perspective of human rights and democratic culture. The direction of the Steering 
Committee on Media and Information Society (CDMSI) and the Committee of Ex-
perts on the Integrity of Online Information (MSI-INF) explicitly structures the fight 
against online (dis)information around three pillars: (1) fact-checking, (2) platform de-
sign solutions, and (3) user empowerment, with a clear orientation towards a human 
rights - compliant approach, i.e. measures that focus on ranking/distribution process-
es and information requirements, rather than arbitrary “content judgment” (Council 
of Europe, 2023).

From a security perspective, the topic is linked to hybrid risks and cyberspace. 
The EU Agency for Cybersecurity (ENISA) makes threat and trend assessments, in-
cluding an intersection of cyber risks and FIMI in hybrid scenarios (ENISA, 2022). In 
this context, the Agency points out that a common situational awareness and coordi-
nated response between institutions, platforms and society is needed, as information 
manipulation is increasingly linked to technological infrastructure, automation and 
misuse of digital services.

In this paper, the European context serves as a reference framework for: (a) a 
clear distinction between legitimate public debate and coordinated manipulation; (b) 
building proportionate measures that protect freedom of expression; and (c) setting 
up a system of responsibilities – institutional, media and platform – with a focus on 
prevention, transparency and resilience, rather than ad hoc reactions.

 

Although North Macedonia is not yet a member of the EU, as a candidate country 
it has a clear direction of gradual alignment with the acquis and with European stand-
ards governing the media sphere and the digital public. In the context of the FIMI, 
this means that, when preparing or amending relevant laws and policies, European ap-

The Council of Europe and the security 
perspective: human rights, design
and resilience

2.2.

Implications for North Macedonia: obligations
and opportunities in the context of EU integration 2.3.
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proaches should be taken into account that treat the problem as a systemic risk, and 
not as a matter of “contentious content” (EEAS, 2023). 

Practically, this opens up three priorities:

1.	 alignment with the principles of the European framework for platform liability, 
transparency and risk management, including by adopting good practices from 
co-regulatory mechanisms (such as the Code of Conduct on Disinformation);

2.	 embedding the FIMI logic (indicators, techniques, network practices) into na-
tional strategies and action plans, to avoid a fragmented and exclusively reactive 
response;

3.	 stimulating coordination among institutions, regulators, the media sector and 
civil society, as FIMI is a network phenomenon that by definition requires a mul-
ti-sectoral approach.

From a policy perspective, it is essential to avoid two extremes: ignoring risks 
(leaving the media space without a systemic response) and disproportionate meas-
ures that may restrict freedom of expression or open up space for political abuse. 
The European frameworks and standards of the Council of Europe offer a practical 
reference line for policies that simultaneously protect the public interest, security and 
media freedom.
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In North Macedonia, Foreign Information Manipulation and Interference is not 
regulated as a separate policy area. Instead, relevant aspects are incorporated indi-
rectly into multiple laws, strategies, and institutional mandates that regulate the me-
dia system, electoral processes, the digital environment, and national security. This 
dispersed normative approach allows for partial addressing of individual symptoms, 
but not systemic risk management.

Resilience to FIMI depends not only on formal strategies and legal frameworks, 
but also on the real conditions in which newsrooms and the journalistic profession op-
erate. Analyses of media freedoms and the safety of journalists indicate that structural 
pressures on newsrooms - physical and online attacks, legal threats and insufficiently 
effective institutional protection - create a “chilling effect” on journalists’ work and 
reduce the capacity for investigation, verification and critical reporting (AJM, 2025). 
This effect directly reduces the capacity for research, verification and critical report-
ing, especially in conditions of complex and coordinated information influences.

Additionally, analyses of the media market and trust in the media show that the 
small media market, low levels of trust, politically motivated channels and sources 
with foreign influence complicate the public space and facilitate the normalization 
of manipulative content (MIM, 2023). The audience rarely makes a clear distinction 
between these sources, which makes manipulative content easier to normalize, and 
foreign information interference more difficult to recognize as a systemic problem 
(SEENPM, 2024).

Hence, from the perspective of the media community, public policies are needed 
that are not limited to restrictive measures or measures focused solely on security, 
but they should at the same time strengthen the role of trade union organizations, the 
safety of journalists, the economic and editorial independence of the media, self-reg-
ulation and ethical standards, as well as capacities for investigative journalism. It is 
these elements that determine the boundary between resilience and vulnerability of 
the media space and represent a necessary starting point for developing effective, 
proportionate and media-sensitive policies for dealing with FIMI, elaborated subse-
quently herein.

In 2025, the Institute of Communication Studies (ICS), through a series of public 
interviews and analyses of its online media outlets Res Publica and Samo Prasaj, pro-
vided additional insights into how the media and expert community recognizes the 
risks and gaps related to FIMI - from institutional responses and electoral vulnerabil-
ities, to cyber capacities and the role of new online actors.

The following points summarize the most frequently repeated observations from 
these consultations and public debates. They are presented here as a diagnosis of 
systemic gaps, and are elaborated below, through the analysis of frameworks, mech-
anisms and measures.

 
	– Coordination and a clear mechanism for response are lacking. The practical 

problem is not only “which law is relevant”, but also that there is no clearly 
systematized approach and institutional mechanism for a rapid and coordinated 
response to FIMI, which leaves the state vulnerable to hybrid threats and 
manipulative narratives (ICS, 2025). This points to the need for a clear allocation 

-

https://respublica.edu.mk/
https://samoprasaj.mk/
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of roles, protocols for information exchange and proportionate measures that 
will protect freedom of expression, while still allowing for an effective response 
when there is coordinated and intentional harmful influence.

	– There are vulnerabilities in the regulation and financing of online media in 
electoral processes. The risks most clearly surface in electoral cycles, especial-
ly around paid political advertising and the status/treatment of online media. In 
the public debate, it was pointed out that online media registered outside the 
country also appear in electoral registers, which opens up space for abuse and 
potential influences. In such a context, the discussion most often boils down to 
the need for more precise and sustained changes in electoral regulations, both 
in terms of the conditions for participation and in terms of the transparency of 
financing and advertising (SamoPrasaj, 2025).

	– Cyber Security and capacities are a “bottleneck” for resilience. In the domain 
of digital security, institutional capacities remain one of the most critical vul-
nerabilities. The National Computer Incident Response Centre (MKD-CIRT) pro-
vides technical support and coordination for over 150 institutions, but has limit-
ed human resources (six people). This further highlights the need for structural 
strengthening, for example, by establishing a national contact point/“SOS” line 
and 24/7 monitoring, as well as a stronger connection between security meas-
ures and public communication policies (ResPublica, 2025).

	– There are influences through social media and proxies. In the broader institu-
tional context, foreign influences and manipulations are most often associated 
with the Internet and social media as key channels for putting pressure, discred-
iting or indirectly influencing internal processes. This highlights the need for sys-
tematic analysis and a coordinated response, but without resorting to excessive 
restrictions on speech (ResPublica, 2025).

	– FIMI often functions as a “foreign policy instrument”. Case studies show that 
FIMI rarely operates in isolation; it is most often “attached” to existing social and 
political tensions. Analyses of Russian interference, for example, suggest that 
vulnerabilities such as bilateral disputes and low trust in institutions can be used 
to reinforce certain narratives and create destabilizing effects. This is important 
because it suggests that the response should not be fragmented, but rather ex-
isting policies and mechanisms should be linked into a more coherent system of 
resilience (ICS, 2025).

In summary, the views indicate that the FIMI is recognized across multiple pol-
icies and institutions, but that a common framework that would ensure a timely, 
coordinated and proportionate response is lacking. Therefore, it is necessary to 
link existing measures into a more consistent approach, with clear competencies, a 
minimum set of common protocols and stable capacities, without violating freedom 
of expression.

-

-

-

-
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The basic regulatory framework governing the media space and election report-
ing in North Macedonia - the Law on Audio and Audiovisual Media Services, the Law 
on Media and the Electoral Code - is built around key democratic principles such as 
media pluralism, professional and ethical standards, protection against hate speech 
and ensuring fair and equal media coverage during elections. These laws represent 
an important normative basis for the quality of public debate and electoral integrity, 
but their analytical and regulatory focus remains limited to traditional media roles and 
individual content.

None of the above laws explicitly recognize Foreign Information Manipulation 
and Interference as a coordinated, intentional, and often transnational risk, nor do 
they provide mechanisms for analysing networks of influence, intermediary chan-
nels, or synchronized manipulative behaviour that takes place through a combination 
of media, online platforms, and informal communication actors. The regulatory ap-
proach remains predominantly reactive and content-oriented, which makes it difficult 
to identify systemic patterns of influence early on.

In the electoral context, the Electoral Code (State Election Commission, 2024) 
establishes detailed rules for media coverage, political advertising and equal access 
of electoral participants to the media, as well as the competences of regulatory bod-
ies to monitor compliance with these rules. However, the focus is primarily on the 
formal legality, equality and transparency of the electoral campaign, and not on de-
tecting and addressing coordinated external information influences that act indirect-
ly, through the online ecosystem, social media and so-called “grey” media channels.

As a result, the existing media and election regulation provides basic guaran-
tees for fair competition and professional reporting, but is not conceptually and 
instrumentally adapted to deal with FIMI as a systemic phenomenon that oper-
ates through networks, proxies and digital infrastructure. This gap limits the abil-
ity of institutions and regulators to timely recognize and address manipulative 
influences that do not formally violate the rules, but have a cumulative effect on 
the public sphere and trust in democratic processes.

The digital and online environment in North Macedonia is still regulated in a 
fragmented manner, through general laws that are not primarily aimed at the media 
sphere and information risks. The Law on Electronic Communications, the Law on 

Media and electoral legislation: normative basis, 
without an integrated approach for FIMI3.1.

Digital regulation and the online
environment: limited regulatory scope
beyond traditional media

3.2.
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Personal Data Protection and the Law on Cybersecurity establish basic rules for the 
functioning of the digital infrastructure, the protection of privacy and the security of 
networks, but do not treat foreign manipulation and interference with information as 
a specific democratic and media risk.

In this normative context, online platforms, social media, influencer channels and 
digital portals that are not registered as media within the meaning of the Law on Me-
dia remain outside of systematic regulatory and analytical oversight. Although these 
actors have a significant influence on public opinion and electoral processes, the ex-
isting regulation does not provide for obligations for transparency of editorial struc-
tures, financing or coordinated behaviour in the online environment. This creates a 
space in which manipulative activities can take place in a “grey zone”, formally legal, 
but potentially harmful to the public interest.

From a cybersecurity perspective, the National Cybersecurity Strategy (Ministry 
of Digital Transformation, 2025) and the relevant legal framework recognize the pos-
sibility of hybrid threats, but predominantly treat them through a technical and infra-
structure prism (system protection, incidents, networks), without a clear connection 
to information operations, media channels and public communication. In the absence 
of such a connection, FIMI remains an indirectly mentioned phenomenon, without 
operationalized indicators and without a clearly defined institutional competence for 
monitoring the information influence in the online space.

Compared to European regulatory trends, this approach creates a gap. The Dig-
ital Services Regulation introduces obligations to assess and manage systemic risks 
related to elections, public debate and media pluralism, especially for very large on-
line platforms. The absence of national mechanisms that follow this logic limits the 
state’s ability to timely recognize and address coordinated informational influences 
that unfold through digital ecosystems.

As a result, digital regulation in North Macedonia provides basic protection 
of infrastructure and personal data, but does not offer sufficient tools for a sys-
tematic understanding and management of the risks of FIMI online. This gap is 
particularly relevant during election and crisis periods, when manipulative cam-
paigns are most often activated through a combination of platforms, informal 
channels and proxy networks, beyond the reach of traditional media regulation.

In the national security and strategic framework of North Macedonia, foreign 
influence and hybrid threats are recognized as relevant risks to the stability of the 
state and democratic institutions. The National Security Strategy (Ministry of Digital 
Transformation, 2024-2029), the National Cyber Security Strategy (Ministry of Digital 
Transformation 2025-2028), as well as the Law on Security of Network and Infor-

National Security and Hybrid Threats:
Risk Recognition Without Media 
Operationalization

3.3.
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mation Systems (Parliament of RNM, 2023) point to the existence of complex and 
combined threats that can endanger institutional resilience and public trust, including 
through the misuse of news and information channels.

However, despite this formal recognition, the approach to these risks remains 
predominantly security and infrastructure-oriented. Hybrid threats are treated pri-
marily through the prism of protecting critical infrastructure, state systems and insti-
tutions, while the media sphere, public communication and digital platforms are cov-
ered indirectly and without clear operationalization. There is no normative or strategic 
framework that systematically connects security assessments with the dynamics of 
media reporting, the online ecosystem and the communication networks through 
which information influence takes place.

As a result, FIMI is not defined as a specific media and democratic risk with pre-
cisely defined indicators, institutional roles and monitoring mechanisms. There are no 
publicly available established procedures for coordination and information exchange 
among security institutions, media regulators and other relevant actors, as well as 
early-warning mechanisms and analysis of coordinated information campaigns oper-
ating below the threshold of classic security incidents, as also elaborated in the Euro-
pean framework for FIMI (EEAS, 2022). In this context, the cyber dimension emerges 
as part of a broader security understanding of hybrid threats, while the specific legal 
and operational aspects of cybersecurity are discussed below.

In this institutional context, the media are left without clear guidance, support or 
protective mechanisms to deal with complex forms of foreign information influence, 
while the security sector has limited analytical insight into the media and digital pro-
cesses through which these influences manifest. This gap between strategic recog-
nition of the threat and its practical management in the media and public spheres 
limits overall institutional resilience and reduces the state’s ability to respond in a 
timely and proportionate manner to FIMI as a complex, cross-sectoral phenomenon.

With the adoption of the new Law on the Security of Network and Information 
Systems, applicable from January 2026, the management of cyber risks and institu-
tional coordination are strengthened, in line with Directive (EU) 2022/2555 (NIS2). 
The Law establishes clear rules for the protection of network and information systems 
and is important for national digital resilience. Under this Law, the National Computer 
Incident Response Center (MKD-CIRT) is designated as the competent authority for 
all important and essential entities in the country, as well as for entities without sec-
toral computer security incident response teams.

However, despite its relevance to broader hybrid scenarios in which cyber inci-
dents and information influence can be intertwined, the law is not designed to reg-

Cybersecurity and legislation: a strong
foundation for incident management,
but not a substitute for a FIMI approach

3.4.
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ulate Foreign Information Manipulation and Interference as a media and democrat-
ic issue. Its focus remains on incidents, technical risks and institutional responses, 
without covering aspects related to editorial practices, transparency of information 
channels or analysis of narratives and networks of influence. Cyber legislation there-
fore constitutes an important “layer of defence”, but does not replace the need for 
a separate and integrated approach to FIMI that links media policies, professional 
standards and public communication.

Following that same direction, the Cyber Security Strategy 2025-2028 (Govern-
ment of RNM, 2025) develops the national vision for a secure digital transformation 
and recognizes that modern risks overlap with hybrid threats and information impacts. 
Additionally, the Cyber Defense Strategy (Ministry of Defence, 2021) treats the cyber 
dimension in a security-defense context. Despite this, the national “package” still 
lacks a document/mechanism that would clearly position FIMI as a separate subject 
of action in the media ecosystem with precisely defined roles, protocols, response 
thresholds, protective measures and guarantees for freedom of expression.

Foreign Information Manipulation and Interference do not rely solely on normative 
gaps or institutional weaknesses, but also on limited capacities in society to recognize 
and critically assess manipulative techniques, coordinated campaigns, false contextu-
alization and abuse of digital amplification mechanisms. Hence, education and media 
literacy represent a key preventive layer in national resilience. They are not aimed at “pur-
suing content”, but at strengthening the ability of citizens to make informed assessments 
and participate in public debate with less vulnerability to manipulative influences.

In this context, the Framework for Media Literacy in Primary Education (2023) (Bu-
reau for the Development of Education, 2023) represents an important step towards the 
systematic incorporation of media literacy into formal education. The document sets out 
media literacy as a system of competencies that are developed across different sub-
jects and age levels, with a particular emphasis on critical thinking, understanding media 
messages, recognizing manipulative techniques and responsible content creation and 
sharing. The fact that the Framework was developed through cooperation between in-
stitutional and professional stakeholders - the Bureau for the Development of Education, 
IREX and the Macedonian Institute for Media, increases its practical applicability, but at 
the same time emphasizes the need for continuous support in its implementation, espe-
cially through teacher training, development of teaching materials and systematic moni-
toring of its implementation.

In addition to primary and secondary education, it is important to treat media literacy 
as a continuum that continues in higher education, especially since it is there that future 
teachers, journalists, communicators and public servants are formed. In this regard, with-
in the framework of initiatives and partnerships for media literacy, ICS has contributed to 

Education and media literacy:
prevention and long-term resilience 3.5.
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opening up the topic in higher education and to practical steps for its institutionalization, 
including by introducing media literacy courses/modules at eight faculties from six uni-
versities (ICS, 2024).

An additional value for an “ecosystem” approach is the Media Literacy Network 2, 
established to facilitate communication and consultation among different actors working 
to improve media literacy. In the logic of this paper, such platforms are important because 
they create space for harmonization of approaches and standards among institutions, 
regulators, media, academia and civil society, a condition that is essential for long-term 
resilience to FIMI as a network phenomenon, and not as a series of isolated incidents. 
As a practical support for the standardization of terminology and easier application in 
teaching and public policies, the Media Literacy Dictionary is also available - an online 
platform with terms and explanations in Macedonian and Albanian3. Such tools are im-
portant because they reduce terminological inconsistencies between stakeholders and 
facilitate the development of materials, training and public interventions that are mutu-
ally compatible.

As a final point, this field is also relevant because independent assessments indicate 
the need for an accelerated strengthening of media literacy in response to vulner-
ability to disinformation and manipulative influences (YouthWiki, European Commis-
sion/EACEA, 2025). Therefore, the existing educational and coordination steps should 
be read as a foundation that already exists in national policies and as a part that can 
be strengthened and linked to other institutional and regulatory measures in the fol-
lowing chapters.

Despite the visible progress in adopting strategies and new legal solutions in the 
domain of cyber security and hybrid threats, FIMI in national frameworks most often 
appears as an implicit category, dispensed through multiple documents, institutional 
competencies and sectoral policies, without a unified and clearly articulated posi-
tion that treats foreign information interference as a specific security and democratic 
challenge for the media system. Domestic analyses (ResPublica, 2025) indicate that 
the institutional response is often activated reactively, especially in sensitive periods 
(such as elections or regional crises), coordination and information exchange are not 
sufficiently continuous and visible, and stronger capacities for monitoring and analy-
sis are needed, as well as formalized partnerships with the academic community and 
the civil society sector, complemented by systemic programs for media and digital 
literacy in the public sector.

2	  Media Literacy Network (2023) “About Us / What is the Media Literacy Network?”. Online platform.
3	  Media Literacy Glossary “About the Glossary”, https://recnik.medium.edu.mk/za-recnikot/

Synthesis: what is missing in the
system and why it matters 3.6.
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Existing analyses (MIM, 2021) show that, although hate speech is addressed 
through multiple legal and institutional mechanisms, disinformation - as in most 
democratic countries - most often remains within the domain of self-regulation and 
fact-checking, which reinforces the need for a coordinated, strategic and proportion-
ate approach rather than ad hoc interventions.

In parallel, there are significant positive foundations for long-term resilience (par-
ticularly through media literacy and network initiatives), but these will only have the 
greatest impact if coupled with clearer institutional roles, protocols and mechanisms 
for continuous monitoring and early warning. In this regard, the following sections of 
the paper identify key gaps and develop policy options that strengthen resilience to 
FIMI, while fully respecting standards of freedom of expression, media pluralism and 
editorial autonomy.



30

4.



31

After reviewing the European frameworks and domestic policies, the next step 
is to set an operational logic, i.e. how to talk about FIMI in a way that is precise 
enough for public policies, but without the risk of arbitrary assessments, stigmati-
zation or limiting legitimate public discourse. Here we use the FIMI Exposure Matrix 
as an analytical framework for mapping channels and roles in information influence, 
not for evaluating individual posts, but for understanding the architecture through 
which manipulative narratives are created, legitimized, amplified, and localized.

In the Third Report of the European External Action Service (EEAS) on the 
Threats of FIMI (EEAS, 2025), the Matrix is part of the methodology that makes the 
infrastructure of operations visible. FIMI is treated as an ecosystem in which dif-
ferent channels, proxies and practices can be activated in synchrony and reinforce 
each other, with a cumulative effect on the public. This is crucial for a policy paper, 
i.e. the debate shifts from “whether a statement/post is accurate/inaccurate” to 
“which mechanisms create systemic risk and which measures are justified”.

In a national context, the reason for using such a framework is both practical 
and protective at the same time. It ensures proportionality – it is not the same when 
there is misrepresentation as an institution through a fake or cloned profile, when 
there is uncritical downloading and mass reposting of content, and when there is 
coordinated repackaging and legitimization of narratives through networks of prox-
ies in order to give them the appearance of credibility and a wider reach (EUvsDis-
info, 2025). Therefore, in this document the Matrix is read as a mapping and orien-
tation tool (policy mapping), and not as a mechanism for formally labelling specific 
domestic media outlets. The goal is to identify:

(a) which types of channels are used most often;
(b) where the most realistic early warning “spots” are; and
(c) which measures are most effective without violating freedom of expression 

and media pluralism.

According to that logic, the four categories of the Matrix are understood as 
follows:

Category 1 - Official state channels. This includes official websites and profiles 
of state institutions (including diplomatic missions often presented as official pages 
of foreign embassies on social media). The risk is not in the “content” per se, but in 
the fact that these channels often function as a reference point for the public, and 
therefore are a target for imitation, misrepresentation and manipulated “statements”. 
Therefore, the measures are mostly institutional and preventive, i.e. clear verification 
and visual identification of official channels, crisis communication protocols and rapid 
correction/rebuttal when a false “official” source appears.

How and why do we use the Matrix? 4.1.
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Category 2 - State-controlled outlets. In European analyses, this category is a 
typical instrument in authoritarian contexts, but for North Macedonia The most relevant 
point is preventive. This means that domestic media (including the public service broad-
caster and media outlets that receive significant amounts of public funds) must have real 
guarantees of editorial independence and clear professional standards that prevent the 
uncritical transmission and amplification of external manipulative narratives, especially in 
crisis and election periods. (This is not a “classification” of domestic entities, but a rule 
of resilience. The public interest requires a higher threshold of transparency, scrutiny and 
editorial autonomy when the role of the outlet is systemically important).

Category 3 - State-linked channels and the “grey zone”. This is the space 
where risk is often created through non-transparent ownership and financing struc-
tures, dependence on public funds, proxy networks and repetitive patterns of coor-
dinated reinforcement. Here, measures are mostly in the domain of transparency and 
accountability: publicly visible ownership and financing, clearer rules for the alloca-
tion of public funds and monitoring that focuses on behavioural practices and net-
works, rather than isolated contributions, because it is precisely repetitiveness and 
coordination that are the key signals of systemic influence.

Category 4 - State-aligned channels. This includes web portals, pages, pro-
files and influencer systems that do not have a formal institutional connection with a 
foreign state actor or, alternatively, this cannot be proven, but show persistent align-
ment within certain frameworks, timing and behaviour, often activated at “critical 
moments”. This is the most sensitive space for policies, as an incorrectly positioned 
response can easily produce polarization and stigmatization. Therefore, the priority 
instruments here are long-term and democratically defensible - media and informa-
tion literacy, support for independent journalism and strengthening the professional 
standards of the journalistic profession.

In summary, the Matrix in this document serves as a compass for public policies, 
i.e. to show where the risky “entry points” and “bridges” in the ecosystem are and to 
help ensure that measures are precise, proportionate and in line with European stand-
ards, without punitive logic and without limiting legitimate public debate (EEAS, 2025).

 

In the context of public policies, the scenarios below do not serve to list specif-
ic cases or actors, but rather to explain the practical logic of exposure to FIMI. They 
indicate where pressure on the public is most often generated, which narratives are 
relatively “easy to activate,” and which combinations of channels and proxies have 
the greatest potential to produce a systemic effect.

Practical implications: recurring scenarios
relevant to North Macedonia 4.2.
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During election periods, a recurring risk is delegitimization of the process 
through claims of “rigged elections,” attacks on the credibility of the election ad-
ministration, and cultivation of apathy or radicalization. International IDEA’s analysis 
of election-related FIMI in North Macedonia suggests that foreign and proxy influ-
ences often “build on” existing vulnerabilities (polarization, distrust, sensitive iden-
tity issues) and amplify them through coordinated strategies in an electoral context 
(International IDEA, 2025).

In times of geopolitical crises (wars, sanctions, regional tensions), frames that 
portray the West as weak or hostile, relativize the responsibility of authoritarian re-
gimes, and activate fears and historical traumas are common. The EEAS notes that 
the digital infrastructure of the FIMI is often spread across multiple layers and actors, 
with a mix of visible and “proxy” channels. This is why national media systems can 
become unwitting “reproducers” if they lack context, scrutiny, and editorial discipline 
(EEAS, 2025).

A particularly sensitive point for North Macedonia are ethnic and identity issues, 
where manipulations are most often aimed at deepening mistrust between communi-
ties or creating the impression that Euro-integration means “loss of identity.” Analy-
ses indicate that such narratives rely on domestic weaknesses (declining standards, 
political turbulence, fragmented media space) to gain real influence, including over 
issues such as interethnic relations (Trojachanec, Rizaov, 2024).

Finally, there is a recurring pattern of campaigns targeting civil society and inde-
pendent media through discrediting and labelling them as “foreign paid operatives/
agents.” The risk here is systemic. When trust in actors who fact-check, monitor pow-
er, and represent the public interest is undermined, societal resilience is diminished, 
and manipulative narratives are more easily normalized. Regional vulnerability assess-
ments in the Western Balkans explicitly note this pattern as a factor that increases 
exposure to information manipulation (NATO StratCom Centre of Excellence, 2020).
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After identifying typical scenarios in which foreign interference and information ma-
nipulation are activated and applying the FIMI Exposure Matrix as a framework for map-
ping channels and patterns of influence (Chapters 3 and 4), the next step is to assess 
how well the existing mechanisms in the state and the media sector are prepared to 
respond to these risks. The assessment focuses in particular on aspects of prevention, 
early recognition and a coordinated institutional and media response.

This chapter examines the situation through the “prism” of the FIMI Exposure Matrix, 
but from a systemic resilience perspective: clarity of roles, existence of practical proto-
cols, and real coordination between institutions, regulators, media organizations, civil 
society, and online platforms.

The state response to disinformation and related threats in North Macedonia has 
so far developed in a fragmented manner, through multiple laws and strategies that 
touch upon the issue, but without a single and explicit framework that treats FIMI as a 
specific risk to democratic processes and the media ecosystem. In a normative sense, 
relevant issues exist in media regulation, especially in the Law on Audio and Audiovis-
ual Media Services and the Law on Media (Assembly of RNM, 2025), which set rules 
for the accountability of the media, especially traditional ones. In parallel, certain 
forms of speech that incite discrimination or violence are also addressed through 
criminal law provisions, and the electoral legislation sets rules for media coverage 
during the election period and restrictions on propaganda practices.

However, the key practical problem is that, in the absence of a clear FIMI policy, 
institutional responses often appear as ad hoc responses. These include individual 
rebuttals, informal coordination in crisis situations and information campaigns that 
are not supported by continuous monitoring, clear indicators and formalized proto-
cols for cooperation with the media sector. This gap becomes more apparent when 
compared with the European approach, which insists on risk management, transpar-
ency and structured mechanisms to reduce systemic risks in the digital sphere, in-
cluding through the Digital Services Directive (DSA) and its accompanying codes and 
guidelines.

Although strategic documents on cyber security and resilience to hybrid 
threats recognize disinformation and propaganda as part of the broader spec-
trum of risks, this recognition is still insufficiently “translated” into operational 
architecture. Regular trend analysis, clearly allocated responsibilities, mecha-
nisms for sharing relevant data, and a consistent line of public communication 
during sensitive periods are lacking, which limits the ability to respond in a timely 
and proportionate manner.

State mechanisms: relevant elements exist,
but a unified framework is lacking5.1.
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Self-regulation is one of the strengths of the media ecosystem. The Council of 
Media Ethics, as well as the Council of Honor of the Association of Journalists of 
Macedonia (AJM), provide an established mechanism for complaints and deciding on 
violations of professional and ethical standards, which is an important public resource 
when manipulative or unethical content appears. AJM has long-term activities relat-
ed to the protection of journalists, advancement of the profession and promotion of 
ethical standards, including the Code of Journalists. The Institute of Communication 
Studies (ICS) and the Macedonian Institute for Media (MIM) develop media literacy 
programs, research and training on dealing with disinformation and hate speech. In 
2025, the ICS initiated and supported activities aimed at recognizing and responding 
to Foreign Information Manipulation and Interference, including public events and 
consultations on a systemic approach (ICS, 2025).

These mechanisms contribute to the development of a culture of accountability 
and professional self-reflection, but their reach in the context of FIMI is limited by 
several structural factors.

First, self-regulation by its nature does not encompass all actors in the digital 
environment, especially anonymous channels, non-transparent portals, and networks 
that operate exclusively through social platforms, where manipulative narratives are 
often amplified and recycled.

Second, although there is a certain level of communication between self-regu-
latory bodies and institutions, this cooperation often remains ad hoc and informal. 
In situations where manipulation has a pronounced foreign or coordinated component, 
this creates gaps in the timely coordination of public clarifications and institutional 
responses, without calling into question the autonomy of self-regulatory mechanisms.

Third, limited and unstable resources make it difficult to systematically and con-
tinuously monitor the online ecosystem in the logic of the matrix, i.e., monitor cate-
gories, proxy roles, and recurring patterns, which is a prerequisite for early warning 
and timely recognition of risks.

In the same vein, fact-checking initiatives and media literacy programs also 
represent an important part of the broader “social immunity” to disinformation and 
manipulative influences. However, they often operate as project-oriented activities, 
with time interruptions and dependence on donor cycles, rather than as a stable and 
institutionally supported component of public policies. In the context of FIMI, such 
instability limits their ability to contribute to long-term, systemic resilience.

Self-regulation and media practices:
a strong foundation, but with limitations
in the online environment 

5.2.
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Civil society and international partners have a significant and recognizable role 
in strengthening resilience to Foreign Information Manipulation and Interference, 
particularly in three interrelated areas: (1) researching and documenting trends and 
practices of information influence, (2) building capacity in the media community and 
the wider public, and (3) supporting independent media and advocating for better 
regulatory and institutional solutions. In many cases, it is civil society organizations 
and research initiatives that are among the first to detect structural vulnerabilities 
and coordinated campaigns, before they are systematically addressed in official 
institutional analyses.

However, this pillar of resilience also has limitations that are directly related to 
the logic and dynamics of the FIMI.

First, civil society organizations often become targets of discrediting cam-
paigns and labelling as “foreign agents“ or “paid operatives“, which function-
ally fits into strategies aimed at weakening trust in the corrective mechanisms of 
democracy and independent sources of verification.

Second, the dominant project logic and dependence on donor cycles make 
it difficult to sustain expertise and continuity of activities, even though continuity 
is a key prerequisite for systematic trend monitoring, early warning, and building 
institutional memory.

Third, there is a lack of a formal and stable coordination platform that would 
enable regular and structured exchange of information, indicators and analyses be-
tween state institutions, regulators, media organizations, civil society and interna-
tional partners, as well as agreed protocols for joint action in sensitive periods.

In the absence of such a platform, the contribution of civil society and interna-
tional partners remains significant but insufficiently integrated into the broader na-
tional architecture for FIMI response. This limits the possibility of timely recognition 
of systemic risks and a coordinated, proportionate and democratically defensible 
response, further highlighting the need for clearer mechanisms for institutional co-
operation, discussed in the next chapter.

When existing mechanisms are reviewed across the categories of the FIMI Expo-
sure Matrix, gaps clearly emerge that are most critical precisely where FIMI typically 
receives “support,” i.e. in proxy and state-aligned channels (categories 3 and 4).

First, in a national context, transparency of ownership and financing in part of 
the online media market remains limited, and this is particularly pronounced in the 

The role of civil society and international
partners: pivotal role, yet lacking
a permanent coordination platform 

5.3.

Key gaps through the prism of the
FIMI Exposure Matrix5.4.
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election campaign in which the Election Law foresees a significant amount for paid 
political programming and in those media outlets of dubious origin. Although there 
are initiatives and public discussions to increase the visibility and accountability of 
online media, including through the potential role of the regulator, a systemic mecha-
nism that would provide a consistent, verifiable and comparable picture of ownership 
structures and financial flows is still lacking. This is directly relevant for state-linked 
channels, i.e. formally independent channels/outlets/profiles with structural links 
to the state (ownership, financing, coordination), where non-transparency cre-
ates space for influence without public accountability.

Second, the state still does not have sufficiently developed tools for the so-
called “soft management“ of the risks arising from state-aligned channels, i.e. 
sources that cannot formally relate to a state actor, but show systematic alignment 
and similar behavioural characteristics. In this zone, repressive measures are often 
either ineffective or counterproductive. Therefore, the focus should be on transpar-
ency, platform accountability, media literacy and strengthening quality journalism, 
i.e. policies that build resilience rather than create new lines of polarization.

Third, there is insufficient coordination and information sharing between se-
curity institutions, regulators, media organizations, and civil society on trends, in-
dicators, and risk narratives. This is not just an organizational issue, but a prerequisite 
for early warning and public communication that will prevent “gaps” where manipula-
tion is most easily embedded.

Fourth, European standards, including the Digital Services Act (DSA), the Eu-
ropean Media Freedom Act (EMFA) and the Code of Practice on Disinformation, 
have not yet been systematically “translated“ into domestic media laws, then into 
national policies, procedures and clear expectations towards key actors, espe-
cially in the areas of transparency, systemic risk assessment, accountability and in-
dependent oversight.

Fifth, capacities for continuous monitoring and research are limited. While 
there are quality individual reports, there is a lack of a sustainable national system 
that would provide regular data on trends, patterns and channels, which is a prereq-
uisite for evidence-based policies, not just reactive ones.

This analysis shows that North Macedonia has relevant elements (legal grounds, 
strategies, active self-regulation and civil society capacities), but that it lacks the 
“glue”, i.e. a unified framework, clear roles, coordination protocols and sustainable 
monitoring and early warning capacities.

The following chapter, based on these gaps, proposes policy options that are 
proportionate, enforceable, and in line with human rights and European standards.
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This policy paper shows that North Macedonia is realistically exposed to FIMI risks 
that manifest through multiple channels and practices in the domestic media and dig-
ital environment. These risks are not limited to individual disinformation, but have a 
cumulative effect on trust, democratic debate and the resilience of institutions.

The paper uses the FIMI Exposure Matrix to shift the analysis from reactive “con-
tent fixing” to a systemic understanding of exposure: which channels are most vulner-
able, where amplification points are repeated, and what “blind spots” exist in existing 
mechanisms. In a national context, this is particularly relevant due to the combination of 
factors that increase vulnerability – political polarization, limited financial sustainability 
of the media, low trust in institutions, and underdeveloped media and digital literacy.

At the national level, three weaknesses stand out that directly reduce resil-
ience to FIMI. First, the phenomenon is rarely clearly named and operationalized 
as a separate risk in strategic and normative documents. Second, the institution-
al response is fragmented and often ad hoc, without a stable mechanism for co-
ordination and information exchange. Third, the vulnerability of the media market 
and the lack of transparency in part of the online ecosystem facilitate “local le-
gitimization” and the circulation of manipulative narratives.

At the same time, there are capacities that can serve as a basis for upgrading, 
namely a self-regulatory system, active civil society organizations with expertise, and 
growing institutional awareness of hybrid risks.

The proposed measures in this document are designed to strike a balance 
between two equally important goals:

(a) protecting democratic processes and the public interest through clearer 
integration of FIMI into relevant policies, improved coordination and enhanced trans-
parency in the media sector; and

(b) promoting freedom of expression and media pluralism by prioritizing me-
dia literacy, self-regulation, and support for independent media, rather than broad 
repressive measures that may be counterproductive or open to abuse. The key mes-
sage is that resilience is not built by restricting freedoms, but by strengthening the 
quality and trust in the public sphere.

For the recommendations to have a real impact, implementation needs to be 
politically accountable and institutionally sustainable, with clear roles and respon-
sibilities, transparency and oversight, as well as an inclusive process in which media 
organizations, civil society and academia are true partners. Due to the rapid evolution 
of the digital ecosystem, continuous monitoring and periodic revision of the meas-
ures is also necessary.

Conclusion6.1.
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Based on the identified types and practices of threats (Chapter 4) and the iden-
tified institutional and sectoral gaps (Chapter 5), this chapter proposes measures 
with a common goal, which is to increase North Macedonia’s resilience to For-
eign Information Manipulation and Interference without undermining democratic 
standards, freedom of expression, media freedoms and pluralism. The measures 
are grouped by key actors and, where relevant, linked to the categories of the FIMI 
Exposure Matrix, as an analytical tool for proportionality – from official institutional 
channels, through media with a public role and potential dependence on public re-
sources, to the broader online ecosystem.

Additionally, it is necessary the term FIMI should be more clearly defined and 
incorporated into relevant policies and regulations as a common basis for risk rec-
ognition and coordinated response. In parallel, systematic capacity building of jour-
nalists is necessary (training and awareness-raising for detecting coordinated cam-
paigns, encouragement for analytical stories and networking with research centers). 
In support of these measures, it is important to develop and centralize resources 
and tools for journalists and institutions - a process that is already beginning in our 
country, but is still in its infancy (ResPublica, 2025).

State institutions and official channels

To reduce the space for manipulation, official institutional channels should func-
tion as a stable source of verifiable information, especially in periods of elections, 
geopolitical tensions, and security crises, i.e. moments when FIMI most easily “take 
root.” This requires a shift from ad hoc reactions to a system of early warning and 
coordinated public communication.

	– The approach to preventing and tackling FIMI should be explicitly embedded in 
relevant national strategies and policies (national security, cyber security, stra-
tegic communication and public communications), with a harmonised definition 
of the term and clearly defined risks, objectives and division of responsibilities. 
Alignment with European approaches (including the EEAS framework and meth-
odologies for election-related manipulation) is important as a common language 
and comparability, but not as a mechanical “replicating” of solutions.

	– A small but functional coordination structure (unit or interdepartmental work-
ing group) with a clear mandate to monitor trends, assess risks, agree on institu-
tional messages and support rapid and verifiable repudiations is needed. In this 
regard, an inter-institutional coordination group for dealing with FIMI was initiat-
ed and established in 2025 (ICS, 2025). The structure must operate transparent-
ly, with clear limitations on its role (no “truth assessment” in public debate) and 

Proposed policy measures 6.2.

-

-
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with respect for freedom of expression, so that it is perceived as a mechanism 
for public interest, not a political instrument.

	– The state should develop and test standard operating procedures for informa-
tion incidents - who responds, within what timeframe, on what basis (evidence/
sources), through which channels and with what rules to mitigate the situation 
and avoid escalation. These procedures should be accompanied by training for 
spokespersons and officials on language that is precise, verifiable and non-po-
larizing, especially when the goal of manipulation is panic and conflict.

	– Proactive transparency is necessary, i.e. thematic briefings on areas that are 
often the target of manipulation (European integration, foreign policy, defence), 
improved access for journalists to timely official information, and expansion of 
open data practices. This is not a communication “luxury”, but prevention, be-
cause when institutions are late, the gap is filled by speculation and manipulative 
frameworks.

Public service broadcaster and media with structural
risks related to public resources and connections

In media with a public role or with potential dependence on public resources, the 
risk of FIMI most often does not appear as “direct propaganda”, but as an uncritical 
sharing, legitimization or reinforcement of other people’s frames, especially in crisis 
and geopolitical contexts. Therefore, measures here are aimed at protecting editorial 
autonomy, transparency and professional standards that reduce vulnerability.

-	 Additional systemic strengthening of the public service broadcaster (Macedo-
nian Radio Television) is needed, through real guarantees of independence 
with transparent and non-partisan procedures for the selection of management 
and supervisory bodies, clear criteria for integrity and public accountability of 
the management. One option for this measure is to separate MRT from the Law 
on Audio and Audiovisual Media Services (LAAVMS) and draft a separate law for 
the public service broadcaster. This is in line with the principles of the Council of 
Europe and EMFA’s logic for protection from political influence and strengthening 
the public interest.

-	 The public service broadcaster should incorporate the FIMI issue into its own 
strategic documents and internal mechanisms, i.e. protocols for checking and 
contextualizing foreign sources, clear rules for covering geopolitical topics dur-
ing sensitive periods, and upgrading internal ethical standards to prevent manip-
ulative “rebroadcasting”.

-	 In the segment of channels with structural risks (non-transparent ownership, 
dependence on public funds, opaque financial flows), the key response is trans-
parency, i.e. public, easily searchable information on ownership and financing, 

-

-

-

-

-
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as well as clear rules for public funds (including state advertising) with clear cri-
teria, procedures, accountability and independent oversight. These measures re-
duce the “grey zone” in which influence can be exercised without public visibility.

-	 The role of the regulator should be strengthened not in the direction of sanc-
tioning politically inappropriate content, but as a public resource for monitoring 
trends, with periodic reports with indicators of recurring manipulative practices 
and exposure structures in broadcasting, which will serve as a basis for policies 
and professional correction mechanisms.

-	 With regard to foreign state-controlled propaganda channels, any measure 
affecting distribution must be strictly based on legality and proportionality, 
with clear guarantees (legal basis, transparent decision, possibility of legal pro-
tection) and, where applicable, aligned with European restrictive measures, in 
order to avoid counter-effects and risk of abuse.

Transparency, media literacy and support for independent media

Given that state-regulated channels, i.e. sources that cannot formally be attrib-
uted to a state actor, but show systematic coherence and similar behavioural char-
acteristics, encompass the zone in which manipulative frameworks are most often 
presented as “organic” public sentiment, the key response cannot be repressive. The 
most effective measures here are long-term, i.e. critically informed citizens, profes-
sional media and sustainable corrective mechanisms.

-	 Media and information literacy should be positioned as a systemic policy, not 
a project activity. It should be integrated as a horizontal competence in educa-
tion (with outcomes and materials) and complemented by programs aimed at 
adults conducted through local institutions and public campaigns. This is the 
foundation of resilience, as it reduces vulnerability to emotional and identity 
manipulations.

-	 Transparent mechanisms to support public interest journalism, especially investi-
gative journalism and network/narrative analytics are necessary. A key require-
ment is that the instruments are designed with strong protection from political in-
fluence (public calls, independent commissions, accountability), so that they do not 
become an instrument of control. Additionally, specialized training and mentoring 
for journalists on reporting and research on FIMI, development and use of existing 
tools for verification and analysis, as well as cooperation with analytical centres and 
international journalist associations are needed - activities that are starting in our 
country, but need to be made systematic and continuous (ICS, 2025).

-	 Self-regulation (the Ethics Council, the Council of Honor, as well as journalist and 
media associations) should be strengthened as a public resource, through stable 
support, greater visibility and a clear role in professional debates on standards, 

-

-

-

-
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including standards for the use of foreign sources, unverified claims and sensitive 
geopolitical narratives. Self-regulation offers legitimate correction without state 
pressure.

-	 Transparency in political communication and advertising, especially online, 
should be increased through clear watermarking of political advertisements and 
sponsored content, information about the client and funding, and stronger over-
sight during election periods in coordination with the SEC, the regulator, and cit-
izen observers. This reduces the possibility of FIMI being “disguised” as a legit-
imate internal campaign. Additionally, the labelling of texts, photos, and videos 
that are created by public institutions and then sent to the media in the form 
of press releases or public information should also contain a clear logo from the 
specific institution. In this way, the audience will more clearly distinguish between 
government communication materials and authentic media content.

Multi-sectoral coordination: connecting the security sector,
media and civil society 

One of the most consistent findings is that North Macedonia has individual ca-
pacities, but lacks a permanent coordination platform. Therefore, the following is rec-
ommended:

-	 Establish a national platform/council on FIMI and hybrid threats that will con-
nect relevant institutions, AVMS, SEC, media organizations, self-regulatory 
bodies, fact-checking initiatives and research centres. This body should not be 
a so-called “truth commission”, but a practical mechanism for exchanging indica-
tors, harmonizing protocols and improving public communication in crisis situations.

-	 joint training and simulation exercises for election-related manipulation scenari-
os are recommended, as well as the development of standard operating procedures 
that define steps for monitoring, verification, institutional response, media informa-
tion, and cooperation with corrective actors (media self-regulation).

-	 Measures should rely on regional and international cooperation (methodologies 
and good practices of the EEAS, the Council of Europe, the European Centre of Ex-
cellence for Countering Hybrid Threats (Hybrid CoE) in Helsinki, as FIMI is usually 
a cross-border phenomenon and requires comparability of data and early warning 
mechanisms.

-

-

-

-
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Online platforms, synthetic content and electoral integrity 
(intersectional priority)  

Given that a significant portion of exposure to Foreign Information Manipulation 
and Interference occurs through online platforms and algorithmic distribution, it is 
necessary to establish a clear national “election protocol” for the digital sphere. 
The goal of such a protocol is not to control content, but to strengthen transparency, 
timely information, and trust in the electoral process.

This protocol should be based on coordination between the State Election 
Commission, the regulator, relevant state institutions and civil society observers, 
with clearly defined roles and procedures regarding the transparency of political 
advertising, timely identification of coordinated inauthentic networks and public 
information in cases of systemic manipulation. It is particularly important that these 
mechanisms function without restricting legitimate political speech and with full 
respect for freedom of expression.

In this context, special attention should be paid to synthetic and manipulated 
content (including audio and video materials), which pose a growing risk to electoral 
integrity and trust in institutions. This is expected to become an increasingly 
significant problem in the future, given the availability of applications based on 
artificial intelligence and the potential to generate content that can then be misused. 
Clear rules are needed for marking such content, public guidelines for its recognition, 
and established procedures for rapid and verifiable clarifications by institutions, 
especially in cases where an “official” source is imitated or misrepresented. Such 
an approach has a preventive function and reduces the possibility of manipulation 
spreading before it is publicly exposed.
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AVMS - Agency for Audio and Audiovisual Media Services
AEC - Agency for Electronic Communications
BDE - Bureau for Development and Education
CSO - Civil Society Organizations
SEC - State Election Commission
LAAVMS – Law on Audio and Audiovisual Media Services
AJM - Association of Journalists of Macedonia
ICT - Information and Communication Technologies
ICS - Institute of Communication Studies
MIM - Macedonian Institute for Media
MIL - Media and Information Literacy
NIS - Networks and Information Systems (in the context of the Law on Security of 
Network and Information Systems)
MoD - Ministry of Defence
MFA - Ministry of Foreign Affairs
MoI - Ministry of Interior
MRT - Macedonian Radio and Television
CMEM - Council of Media Ethics of Macedonia
FIMI - Foreign Information Manipulation and Interference
EU - European Union
AI Act – EU Artificial Intelligence Act
CoE - Council of Europe
CDMSI – Steering Committee on Media and Information Society (Council of Europe)
MSI-INF – Committee of Experts on the Information Environment (Council of 
Europe)
DSA - Digital Services Act 
EEAS - European External Action Service
EMFA - European Media Freedom Act
ENISA - European Union Agency for Cybersecurity
EUvsDisinfo - EEAS/EU platform for monitoring and debunking disinformation
FIMI - Foreign Information Manipulation and Interference
FIMI-ISAC - (FIMI) Information Sharing and Analysis Center
International IDEA - International Institute for Democracy and Electoral Assistance
NATO - North Atlantic Treaty Organization
OSCE - Organization for Security and Co-operation in Europe
OSINT - the process of collecting and analysing publicly available information to 
assess threats, make decisions, or answer specific questions.
UNDP - United Nations Development Program
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