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Abstract

his policy paper analyses the regulatory obligations and institutional responsibilities

that emerge within the EU legislative framework to strengthen information integri-

ty and increase a society’s resilience to foreign information manipulation and inter-

ference (FIMI). Since many attempts to deal with harmful content originating from
abroad are covered by anti-disinformation policies, we will include these attempts in our inves-
tigation. The policy paper starts with a short introduction on the problem of FIM], followed by
an overview of the regulatory landscape in the EU. It looks at 1) the relevant obligations of digi-
tal platforms under the Digital Services Act, the European Media Freedom Act (EMFA) and other
relevant EU policies, 2) the ways in which governments of EU member states and candidate
countries should implement EU regulations, 3) the role of political actors in ensuring transpar-
ency and accountability in the digital space, 4) the opportunities for news media organisations
to improve resilience to FIMI within the existing regulatory framework, and finally, 5) provides
some best practices within the EU, and investigates how they can be applied to the countries
of the Western Balkans. Throughout the text, we will assess the situation - and provide recom-
mendations - with a number of stakeholders in mind, such as technology companies (especial-
ly operators of very large online platforms and very large online search engines - VLOPs and
VLOSEs), national governments, political actors, media organisations, as well as civil society
and academia.

Keywords: FIMI, disinformation, EU regulation, Digital Services Act, European Media
Freedom Act, FIMI, North Macedonia
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Introduction

he aim of this policy paper is to assess what relevant stakeholders in the EU and the

countries of the Western Balkans can and should do to counter FIMI (foreign informa-

tion manipulation and interference) — but when doing so, we need to highlight that

FIMI is an elusive and constantly evolving threat, which overlaps with certain other
risks to information integrity. In many cases, FIMI is a form of disinformation’ that clearly origi-
nates from sources outside of the EU, but the term covers not just certain forms of harmful con-
tent (disinformation, propaganda, etc.) but also behaviours and operating methods (TTPs - Tac-
tics, Techniques, and Procedures), such as hack-and-leak attacks, deepfakes and coordinated
inauthentic activities. The European Democracy Action Plan (2020) and the 2022 Strengthened
Code of Practice (now Code of Conduct) on Disinformation mention that “foreign interference
in the information space” is “often carried out as part of a broader hybrid operation, can be
understood as coercive and deceptive efforts to disrupt the free formation and expression of
individuals’ political will by a foreign state actor or its agents”.

In many cases, FIMI - just as most forms of disinformation - is not illegal. Nevertheless, it can
cause harm to democratic processes (such as the integrity of elections) or public order (for ex-
ample, in the case of a pandemic or during a national security emergency). As a security threat
(as a key component of so-called hybrid warfare), it can be reflected in national defence and na-
tional security strategies as well. As we will show later, based on the assessment of EU policies,
foreign interference and information manipulation can be considered a systemic risk under Art
34 of the Digital Services Act. The Code of Conduct on Disinformation mentions that relevant
stakeholders need to “recognise the necessity to continue to strengthen their commitments in
order to counter and limit impermissible manipulative behaviours and practices across their
services, foreign information manipulation and interference, and hybrid threats to security.”
Moreover, FIMI is also highlighted in the context of the national monitoring exercise of Europe-
an media markets, proposed in Art. 26 of the European Media Freedom Act.

1 Following the definition of Wardle and Derakhshan (2017), we consider disinformation to be intentionally spread harmful and misleading
content. The European Democracy Action Plan / Code of Practice/ Code of Conduct on Disinformation definition adds that “disinformation
is false or misleading content that is spread with an intention to deceive or secure economic or political gain and which may cause public
harm” - such content is in most cases related to issues of public interest (especially public health and democratic participation), it is strate-
gically disseminated - and can generate economic or political gain to its sources or disseminators. In the text, we refer to the phenomenon
as “disinformation”, but it has to be noted that platforms and researchers often call the same phenomenon “misinformation” or “harmful
misinformation”. In the European policy discourse, misinformation - in line with the Wardle and Derakhshan (2017) definition - refers to
false or misleading content that was spread inadvertently.
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When assessing the foreign actors that can pose the greatest threat to information integrity
in Europe, the main country of origin of information manipulations mentioned is the Russian
Federation - the sources are official state channels (such as government accounts), state-con-
trolled outlets (such as the well-known RT and Sputnik), state-linked channels (for example
actors where the affiliation is not publicly disclosed, but that have ties to the state, intelligence
services or people with strong ties to the political elites) and state-aligned channels, where con-
trol or funding by the state cannot be proven but the narratives clearly align with those of the
previously mentioned actors (see EEAS, 2025).

The European External Action Service (EEAS) found signs of foreign information attacks in
several EU member states. The Doppelgdanger operation, for instance, created websites mim-
icking existing mainstream websites in France, Germany, Italy, Poland and Spain (EUvsDisinfo,
2024) but possibly targeted other countries as well. Between late 2022 and late 2023, high
numbers of foreign information attacks were recorded in Poland, Germany and France (more
than 20 per country). Some attacks (between 1 and 5) were registered in North Macedonia, and
other countries of the Western Balkans, as well (EEAS, 2024). In its previous report, the EEAS
highlighted that foreign disinformation was spreading in 16 EU languages. Among the “other”
languages (7.66% of cases) Macedonian was also listed (EEAS, 2023). From EDMO (European
Digital Media Observatory) investigations it transpired that in the span of one week (20-26
March 2024), the Pravda network (initially identified by VigiNum, 2024) was active in 19 EU
countries: Greece, Italy, Netherlands, Denmark, Croatia, the Czech Republic, Slovakia, Bulgaria,
Romania, Finland, Sweden, Portugal, Estonia, Latvia, Lithuania, Hungary, Cyprus, Ireland, Slove-
nia (Sitistas et al., 2024). Research by members of the EDMO Network detected foreign interfer-
ence related to the Romanian Presidential elections on 24 November and 8 December as well
as the Parliamentary elections on 1 December 2024 (Checkfirst, 2024, European Commission,
2024). In turn, the results of the first round of the Presidential election were annulled by the
Constitutional Court (Sarbu & Tanno, 2024).

There is also increased attention on disinformation campaigns originating from China, but
in this case, there are less documented cases of interference. In February 2024, CitizenLab
unveiled an information operation named “Paperwall”. This Chinese-originated influence op-
eration has built a network of 123 dummy media outlets worldwide, with a strong presence
in Europe. The exposed assets included a Belgian and a Luxembourgish website (Alaphilippe,
2024). Iran has also targeted Western European countries with disinformation campaigns
(Office of Public Affairs, 2020). Poland and other neighbouring countries are at times target-
ed by disinformation originating from Belarus (Bryjka & Legucka, 2021), while in Sweden,
an impactful disinformation campaign was driven by foreign actors from Arabic-speaking
countries (Giandomenico & Linderstal, 2023). Serbia is considered an amplifier or source of
disinformation in many countries of the Western Balkans (see for example European Parlia-
ment, 2025).

Even if a country is not the direct target of foreign disinformation actors, this does not mean
that local audiences are not exposed to narratives of foreign origin - in Hungary, for example,
many pro-government media outlets use Russian state-controlled media as information sourc-
es and amplify their messages (Kapronczay, 2022; Urban et al. 2023). Hungary might also be
one of the cases (or potentially the only EU country at this point) that spreads disinformation
from inside the EU to other countries. Prominent investments of Hungarian government-linked
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actors are known in Slovenia and North Macedonia. In the North Macedonia context, investiga-
tions have been published about the Hungarian investors Péter Schatz and Agnes Adamik - two
people with close ties to Hungary’s governing Fidesz party have bought a number of media
outlets in North Macedonia (Keranov, 2025). These media outlets are in their narratives very
supportive of the ruling party - Internal Macedonian Revolutionary Organization - Democratic
Party for Macedonian National Unity (VMRO-DPMNE). These outlets were indirectly support-
ed by the Hungarian government (Trpkovski, 2020), and a study by the European Parliament
(2021) noted that these outlets were the sources of “numerous disinformation campaigns, not
only to discredit the Social Democratic Union of Macedonia (SDSM) former government, but
also to undermine the 2018 Prespa Agreement with Greece, and other Euro-Atlantic efforts of
the country”.

Finally, it is important to highlight the possible profit motives behind information interfer-
ences - that are also addressed by policies. The notion of potential economic gain, highlighted
in many EU policy documents can be observed in the case of foreign information manipulations
as well. To highlight this, we can look at some of the key actors involved in the spread of dis-
information: first, politically motivated actors and their allies, secondly, online platforms, and
third, a group that we like to refer to as small entrepreneurs. In the first case, many actors with
the intent to mislead hire sub-contractors to do the job, for example, in the case of the Internet
Research Agency, contractors were making a living by trolling and furthering the Kremlin’s nar-
ratives. Secondly, online platforms themselves recognise that disinformation and other forms
of harmful content can be used as a tool for increased interaction, time spent and revenues on
platforms (Diaz Ruiz, 2023). Through content monetisation schemes, platforms and purvey-
ors of disinformation can share the revenues. An investigation by the Global Disinformation
Index (2021) found, for example, that Russia Today, Sputnik, Breitbart earned more than USD
700,000 per month through online advertising services. According to numbers published by
Statista (2021), publishers of “misinformation” earned USD 2.6 billion in programmatic adver-
tising worldwide in 2021. It is believed that more than 30 percent of online news media adver-
tising might go to disinformation sites - NewsGuard (2021) writes, based on the U.S. experi-
ence: “for every $2.16 in digital ad revenue sent to legitimate newspapers, U.S. advertisers are
sending $1 to misinformation websites” And third, as a consequence of the earlier two compo-
nents, many small entrepreneurs will join, once they realise that impactful content is profitable
content - a widely-covered phenomenon was the case of the so-called “Macedonian teenagers”
who made money by publishing large amounts of pro-Trump articles on social media ahead of
2016 US elections.

In light of these challenges, the European Union emphasises a European approach that could
overcome a fragmented regulatory landscape, prevents contradicting policies by different
member states, and allows for a focus on platform governance - which would not be possible
if policymakers intended to tackle the issue of internationally operating tech giants on the na-
tional level. First Germany and France, followed by the European Commission, have been spear-
heading regulation that focuses on the responsibilities of information intermediaries, such as
social media service providers that control the dominant infrastructure of news dissemination
and consumption. In this domain, while the so-called Brussels effect plays a role in providing a
standard to regulate the online sphere globally (Bradford, 2019), problems still remain, as most
major online platforms are US-based, and may find it hard to adapt to the requirements of oth-
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er jurisdictions (Georgetown University Law Center Global Law Scholars, 2022) - this became
clear when Elon Musk becaming owner of Twitter (now X) and later, when Meta decided to
phase out its third-party fact-checking program. At the same time, many countries utilised soft-
(er) approaches as well, in an enabling/facilitative way, to strengthen the resilience of members
of society to harmful, fabricated content.

I OVERVIEW OF EU POLICIES

The European Union has been at the forefront of designing policies to tackle disinformation
that are widely praised for their potential. One of the first measures was the initiation of the
East StratCom Task Force? in 2015 (at the European Council Meeting on 19-20 March) with the
aim of identifying and countering harmful narratives - originating from outside the EU - that
can destabilise European societies (Vériter, 2024). This was followed by a communication on
hybrid threats,* which saw intentionally-spread misleading messages as one of its key concerns
(Abbamonte & Gori, 2023:130). The sources of such narratives were, at the time, widely con-
sidered to be state-connected actors from the Russian Federation, a country that had not much
earlier invaded the neighbouring Ukraine and was using its propaganda apparatus to influence
public opinion in a number of countries, including EU members. The acronym FIMI (Foreign
Information Manipulation and Interference) is widely used in policy discussions to refer to in-
formation-manipulation efforts by foreign state-sponsored entities - the concept overlaps with
disinformation, but it identifies its targets not based on content but the behaviour of actors
(tactics, techniques and procedures) (Hénin, 2023).

However, the source of harmful, untrue and misleading narratives can be more than just a
foreign power. They can originate just as easily from a country’s own citizens, who knowingly
or unknowingly share information that can have adverse effects on society. Designing action
against such content is a delicate issue, as the free communication and exchange of views of
people on matters of public interest is key to an open society. It is in every EU member state
protected by law - limitations need to be justified and proportionate. Not to mention that the
content of disinformation messages would in most cases be considered as legally permissible
communication - only concerns about its possible impact make it subject to public policy ac-
tion. For this reason, European policy makers had early on put an emphasis on safeguarding
fundamental rights while tackling disinformation - and had been advocating for a European ap-
proach in order to avoid a fragmented European policy landscape in light of a border-crossing
problem (Nenadi¢, 2019, European Commission, 2018a).

The EU’s approach to tackling, in particular online, disinformation rests on the notion that legal
content, even if it might be considered harmful “is generally protected by freedom of expression
and needs to be addressed differently than illegal content” (European Commission, 2018b).

2 Which is part of the European External Actions Service.

3 Hybrid threats are new forms of conflicts that rely on a wide arsenal of tools to destabilise countries. Van Raemdonck & Meyer (2024)
argue that disinformation “has the potential to undermine fair election processes and endanger public health [and therefore] it qualifies as
a hybrid threat.”
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The comprehensive approach on the EU level started with the establishment of the High Lev-
el Expert Group on Fake News and Online Disinformation. This initiative enabled a discussion
between scholars, the industry, civil society and policymakers, with the aim of defining the path
towards European policy initiatives to deal with the threat of disinformation. Its report (High
Level Expert Group on Fake News and Online Disinformation, 2018) advocated for a multidi-
mensional approach that assigned a great role to independent news media. Its recommenda-
tions included increased transparency of online news production, supporting the health and
diversity of news media markets, highlighted the importance of media literacy measures, and
asked that online platforms develop tools that empower their users.

In parallel with the work of the High Level Expert Group and the Code of Practice, the Eu-
ropean Commission’s Action Plan against Disinformation was published in 2018, with the aim
of protecting the democratic systems in the context of elections, building on the work done by
the East StratCom Task Force. It identified the measures that the European Commission and its
High Representative were expected to take, in cooperation with the EU’s member states and
the European Parliament. The European Council Horizontal Working Party on Enhancing Resil-
ience and Countering Hybrid Threats is also of great importance here. This working group has
the central coordinating role in the EU for a joint EU response to hybrid threats.

The Commission’s Action Plan highlighted the need to increase transparency and account-
ability in the digital environment, and to empower members of society to withstand disin-
formation, instead of relying simply on penalising publishers of disinformation. The action
plan emphasised that 1) the EU should increase its capabilities to detect disinformation, 2)
strengthen its responses (for example, through the establishment of a rapid alert system), as
well as 3) mobilise the private sector to take action against disinformation, and 4) to raise
awareness in society (through supporting fact-checking and research) (see also Gori & Ab-
bamonte, 2023:139-140).

The issue of media literacy - which is important to foster societal resilience to disinforma-
tion - has also been addressed on the European level. The revised Audiovisual Media Services
Directive (2018/1808) of 2018 emphasises that member states need to improve societies’ me-
dia literacy skills, and such measures should consider the ability of critical thinking. The Digi-
tal Education Action Plan (COM/2020/624) emphasises the need to foster such skills through
education and training. The Expert Group on Media Literacy meets annually to identify and
facilitate good practices. However, so far, limited information is available on how the EU or its
different member states fare on the issue of media literacy (Goodman, 2021).

Still in 2018, the self-regulatory Code of Practice on Disinformation was passed, ahead of
the European Parliament elections of 2019. As part of this ground-breaking effort, some of the
largest online platforms have committed to obligations that were otherwise not required from
them by law: they promised they would prevent purveyors of disinformation from generating
revenues through their services, limit the use of bots, improve the transparency of political
advertising, while at the same time empowering users and researchers. In 2020, the European
Digital Media Observatory (EDMO) - a project that brings together academia, policy experts,
fact-checking organisations and media literacy professionals — was established to support the
work done under the Code, which, by 2022, had established local hubs that represented all
EU member states. Despite the promising nature of the Code of Practice’s text, its impact was
limited due to a lack of compliance and oversight, and in 2022, a new Strengthened Code of

10
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Practice on Disinformation was published to address the shortcomings. It included clear met-
rics and monitoring mechanisms that allow the tracking of improvements, and thus contribute
to the effectiveness of the initiative. At the same time, it has been a worrying development that
despite an increase in signatories to this code, Twitter (later renamed X), which is one of the
largest online platforms and home to a multitude of disinformation actors, has opted to exit the
cooperation after it failed to fulfil many of its commitments (Pitchers, 2023).

While the Code of Practice itself was only a self-regulatory instrument, it was transformed
into a co-regulatory code of conduct under the Digital Services Act, thereby serving as a guid-
ance for platforms’ mandatory risk mitigation efforts. Although not specifically disinforma-
tion-focused, the DSA is a powerful tool that establishes a framework for transparency and clear
accountability on online platforms, especially those that are referred to as “very large online
platforms” (VLOPs),* such as the previously mentioned X or the services operated by Alphabet
(Google) and Meta (Facebook). The DSA, among other things, sets out obligations for these plat-
forms to identify and mitigate systemic risks, such as disinformation, calls for a code of conduct
for online advertising, and requires VLOPs to undergo a yearly audit on their own expenses.’

Additional protections of the online information environment in the EU can be found, among
other things, in the Digital Markets Act, the European Media Freedom Act, the Artificial Intelli-
gence Act, and the Regulation on the transparency and targeting of political advertising.

While the European approach, once fully developed, can provide significant protections for
citizens who use social media or other online services all over Europe and can foster some
convergence, it is important to highlight that tackling disinformation is a rather complex exer-
cise, and the mainly platform-focused European approach is just one of its components. This
was made clear during Russia’s invasion of Ukraine in February 2022. Policymakers saw the
threat of Russian-origin disinformation and war-propaganda based on fabricated information
as imminent, not just on social media, but also spreading through broadcast services, interna-
tional media outlets and messaging services. Thus, on 2 March, the official ban of the Russian
international media outlets RT (formerly Russia Today) and Sputnik was published in the EU’s
Official Journal. A Council regulation and decision provided legal grounds to take both outlets
(including different language editions) off the air and block their online content inside the EU,
as a sanction to Russia for the invasion of Ukraine and as a defensive move against harmful dis-
information in that critical period.® Later, additional channels, such as Rossiya RTR/RTR Planeta,
Rossiya 24/Russia 24 and TV Centre International, were added.

* Aswell as “very large search engines” or VLOSEs.

5 Still, in certain countries, this European approach is considered, to some extent, concerning: Ireland, Sweden and Finland, for example,
published a joint non-paper that highlighted the possible risks of over-blocking if provisions are applied to content that is not “manifestly
illegal”. Politico (2021).

¢ European Commission President Ursula von der Leyen announced on 27 February that RT and Sputnik would be banned in the EU. The
sanction was published in the Official Journal on 2 March, in the form of a Council Decision (CFSP) 2022/351 of 1 March 2022 amending
Decision 2014 /512 /CFSP, integrated in the Council regulation (EU) 2022 /350 of 1 March 2022 amending Regulation (EU) No 833/20144.
The legal basis of the regulation is art 215 TFUE under EU’s external action and the common foreign and security policy (CFSP). When a
decision adopted under CFSP “provides for the interruption or reduction, in part or completely, of economic and financial relations with
one or more third countries, the Council, acting by a qualified majority on a joint proposal from the High Representative of the Union for
Foreign Affairs and Security Policy and the Commission, shall adopt the necessary measures. It shall inform the European Parliament
thereof.” Paragraph 2 of the article says that “[...] the Council may adopt restrictive measures under the procedure referred to in paragraph
1 against natural or legal persons and groups or non-State entities” and (par. 3) adds that “[t]he acts referred to in this Article shall include
necessary provisions on legal safeguards.” The ban outlined in the Council decision and regulation meant a discontinuation of transmission
and distribution through satellite and cable, as well as the blocking of content on “IP-TV, internet service providers, internet video-sharing
platforms or applications, whether new or pre-installed” of the operators RT and Sputnik.

11
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Why these media outlets are considered parts of FIMI operations is not necessarily obvious
at first. RT and Sputnik are global media networks that claim to provide “alternative views” (Er-
langer, 2017) in a number of languages. Both are subsidiaries of the Russian state-owned Rossi-
ya Segodnya news agency and partly funded by the Russian state. Their editorial independence
is questionable, considering their strict connection with the Russian government. Studies re-
port how the outlets publish not just factual news, but also numerous fabricated or misleading
stories, including conspiracy theories (Yablokov, 2015). The so-called “nutrition labels” used by
NewsGuard to categorise news outlets based on their trustworthiness highlight that both out-
lets severely violate journalistic standards: they repeatedly publish false content, rarely clarify
errors and fail to effectively differentiate between news and editorial (NewsGuard, 2022a &
b). RT provides broadcasting in four languages spoken in the EU, through RT English, RT-UK,
RT-Germany, RT-France, RT-Spanish. Not only do they fail to uphold journalistic standards, but,
based on a 2017 report drafted and coordinated by the US Department of Justice, the Central
Intelligence Agency and the National Security Agency argued that the two outlets were part of
Russian propaganda efforts, and together with a “network of quasi-government trolls” they ran
an influence campaign that jeopardised the integrity of the 2016 US presidential election (US
National Intelligence Council, 2017). Based on interviews with past and current employees,
Elswah and Howard (2020) argued that RT was “an opportunist channel that is used as an in-
strument of state defence policy to meddle in the politics of other states.”

The ban has found immediate implementation across the EU, by media authorities, institu-
tions and operators by any means involved in its implementation. However, this measure may
not be among the most effective, due to limitations in enforcement - the websites of the outlets
remained available for some time after the Council decision in certain member states. In Hun-
gary, there were even complaints by civil society organisations that, despite the ban, media out-
lets, including the public service media, kept relying on RT as a source for their reporting on the
situation in Ukraine, just to name a few (Kapronczay, 2022). At the same time, we can also see
that the EU-wide ban doubled down on member state efforts. The regulators in the Baltic coun-
tries and Poland had acted even a few days before (Munch, 2022) the Council regulation, and
independently from it, by suspending the retransmission of a number of other Russian-origin
television programmes on the ground of threats to national security or in application of art. 3.3
of the EU’s Audiovisual Media Services Directive (AVMSD), stating that a member state can limit
freedom of reception and retransmission when an audiovisual media service provided under
the jurisdiction of another state prejudices or presents a serious and grave risk of prejudice to
public security, including the safeguarding of national security and defence. Even in previous
years, the AVMSD was effectively used by member states to limit Russian broadcasting, espe-
cially in the Baltic states,” as it allows for the suspension of transmitting programmes that incite

7 Ina 2021 opinion, the European Regulators Group for Audiovisual Media Services (ERGA) found that the Latvian National Electronic Mass
Media Council’s decision No. 68/1-2 on restricting the retransmission of Rossija RTR on the country’s territory for 12 months was substan-
tiated and compatible with the AVMSD, as the service provider had repeatedly infringed the material provision of Art. 6(1) of the Directive
(“Without prejudice to the obligation of Member States to respect and protect human dignity, Member States shall ensure by appropriate
means that audiovisual media services provided by media service providers under their jurisdiction do not contain any: incitement to
violence or hatred directed against a group of persons or a member of a group based on any of the grounds referred to in Article 21 of the
Charter”) in a way that, in the specific context of a former member of the Soviet Union with a significant ethnic Russian population, is “suit-
able to aggravate tensions impeding a peaceful coexistence of sovereign nations and ethnicities”. In addition, the opinion also mentions that
prohibitions have taken place before, both in Latvia and Lithuania. See: ERGA (2021).

12
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hatred (as seen in the case of Latvia and “Rossiya RTR”, European Commission, 2021). On 2
February 2022, the German Commission for Authorisation and Supervision (ZAK) also decided
to ban RT’s German edition (Etteldorf, 2022).8

The EU ban was extensively criticised in the freedom of expression community for being an
arbitrary political decision.” Therefore, Art. 17 of the European Media Freedom Act (EMFA)
proposed a coordinated approach, which would be initiated by at least two national regulators
and overseen by the newly established European Board for Media Services (the body to be suc-
ceeding the European Regulators Group for Audiovisual Media Services).

All these measures highlight the complexity of the disinformation problem. Not only does a
successful approach require a multitude of coordinated responses, policymakers also need to
be aware of, and be willing to correct, unintended consequences of their measures. The Europe-
an approach cannot work without the cooperation of member states. Moreover, the differences
in countries’ level of resilience and the nature of the threat they face will keep national regula-
tion on the agenda. As such, there is a need to understand on the country level what can make
an individual state’s actions against disinformation successful, and how a country in the EU can
best seize the opportunity provided by the European approach and complement it with optimal
measures.

OBLIGATIONS OF DIGITAL PLATFORMS UNDER
THE DSA AND EMFA REGARDING THE SUPPRESSION OF FIMI

The first notable attempts to address disinformation and other information challenges to de-
mocracy on social media took place in France and Germany (see Crauford Smith, 2019, Tworek
& Leerssen, 2019). Apart from the experiences of the 2016 U.S. election and Brexit, a major
trigger was the alleged foreign interference in the 2017 presidential elections in France. In both
countries, the legislative attempts were criticised for their possible chilling effect on freedom
of expression (see Craufurd Smith, 2019, Claussen, 2018).1° The German Network Enforcement
Act (NetzDG) is aimed mainly at illegal content on social networks, but it may also address dis-
information indirectly. It introduces a transparency and redress mechanism - compelling large
social networks and digital platforms to block and/or delete “manifestly illegal” content, which
has been reported by users, within 24 hours, on platforms that have more than 2 million users

8 [t sanctioned RT’s German edition for failing to possess the correct licence for broadcasting in Germany (the broadcaster had a Serbian
licence and never applied for a German one). The statement said “[t]he organisation and distribution of the TV program via live stream on
the internet, via the mobile and smart TV app ‘RT News’ and via satellite must be discontinued.”

 One of the most vocal critics from the scholarly field is Dirk Voorhoof (2022), Professor Emeritus at Ghent University. He emphasised that
such procedures need to be based on specific legislation and be imposed by either a court or a regulator, basing the measure on a Decision
and a Regulation, and allowing political rather than judicial authorities to “impose a ban on certain media outlets, on the basis of rather
vague and ambiguous grounds, is unprecedented”.

10 The study on comment removals by The Future of Free Speech (2024) project found that the share of illegal content among removed You-
Tube and Facebook comments was much lower than in France and Sweden, and saw in this a sign of possible over-removal of content due
to the Netz DG. At the same time, once the DSA is applicable, the Netz DG cannot be applied anymore. See for example: Engage (2023).
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in the country. For reported content that is less obviously illegal the deadline is seven days. The
French approach was influenced by the German regulation (see Turk, 2024), however, with an
emphasis on elections and a clear reference to disinformation.

Following the platform regulation in Germany and France, the European Commission, has
been spearheading regulation that focuses on the responsibilities of information intermedi-
aries, such as social media service providers that control the dominant infrastructure of news
dissemination and consumption. The DSA (that overwrites certain laws on the member state
level) has a number of references that apply to FIMI as well - albeit mainly focused on disinfor-
mation (in the broader sense, including also TTPs and other harmful activities). The regulation
highlights in its text that it addresses not just the spread of illegal content but also “the societal
risks that the dissemination of disinformation or other content may generate”. It specifically
mentions manipulative targeting techniques that “can negatively impact entire groups and am-
plify societal harms, for example by contributing to disinformation campaigns or by discrimi-
nating against certain groups.” Online platforms, such as the popular social media or streaming
services are especially risky. As such, it asks the providers of these platforms not to use specific
targeting methods.

The DSA introduces the categories of Very Large Online Platforms (VLOPs) and Very Large
Online Search Engines (VLOSEs), covering services that have more than 45 million users per
month in the EU. The regulation highlights that VLOPs and VLOSEs “pay particular attention
on how their services are used to disseminate or amplify misleading or deceptive content, in-
cluding disinformation.” Moreover, it asks that “[t]hey should also consider awareness-raising
actions, in particular where risks relate to disinformation campaigns.” Furthermore, it asks for
the nomination of Digital Services Coordinators in every EU member state in order to assist the
Commission in monitoring and enforcing the obligations in the DSA.

Transparency in this context is a relevant component, as VLOPs and VLOSEs need to provide
access to their repositories of advertisements and manipulative content “with a real and fore-
seeable negative impact on public health, public security, civil discourse, political participation
and equality”. The repositories should, among other things, include information about “the nat-
ural or legal person who paid for the advertisement”. In the context of FIMI and disinformation,
especially following articles need to be paid attention to: Article 24 on Transparency reporting
obligations for providers of online platforms, Article 26 on Advertising on online platforms,
Article 27 on Recommender system transparency, as well as section 5 of the regulation, which
describes the obligations for these service providers to manage systemic risks. These include
Article 33 on Very large online platforms and very large online search engines, Article 34 on
Risk assessment, and Article 35 on Mitigation of risks. The text of the DSA also mentions that
the Commission can initiate “voluntary crisis protocols” for rapid responses to online challeng-
es. “Such can be the case, for example, where online platforms are misused for the rapid spread
of illegal content or disinformation or where the need arises for rapid dissemination of reliable
information.”

The risk mitigation measures related to non-illegal but still harmful content can be best ad-
dressed by the Code of Conduct on Disinformation. Although, following the commitments de-
scribed by this code are not mandatory - not all VLOPs are signatories, and even the ones that
subscribed did not sign up to all commitments -, the code highlights a set of measures that
could effectively limit the harmful effects of disinformation and foreign interference. Both the

14



Addressing Foreign Information Manipulation in the Context of European Regulations

DSA and the Code of Practice require VLOPs and VLOSE to regularly report on the actions they
have taken.

The Code of Conduct on Disinformation has 43 commitments and 128 specific measures;
it is signed by more than 40 signatories, including platforms of large technological companies,
industry associations, civil society and fact-checkers. Already before it became a Code of Conduct
under the DSA, the preceding Code of Practice was considered a significant achievement when
dealing with disinformation, as well as foreign information manipulation and interference, as it
made platforms commit to actions that would otherwise not be required of them by law.

The Code highlights six main areas: 1) Scrutiny of Ad Placements, 2) Political Advertising,
3) Integrity of Services, 4) Empowering Users, 5) Empowering the Research Community, and 6)
Empowering the Fact-Checking Community. It asks for the monitoring of commitments through
self-reports and third-party structural indicators - all of which can be accessed through the
Transparency Centre (https://disinfocode.eu/). In order to make the Code futureproof, a per-
manent Task-Force adapts commitments to new developments. The 2022 Code differentiates
between disinformation and Disinformation: the capital D Disinformation includes not just dis-
information, but also misinformation, FIMI and a number of other forms of information manip-
ulation.

The six above mentioned areas propose a range of concrete actions, such as demonetising
disinformation (focusing both on revenues generated through disinformation and money spent
on amplifying disinformation), providing citizens with the necessary tools to deal with ma-
nipulated content (such as strengthened media literacy and the ability to report problematic
pieces of content), transparency of services (so that opaque algorithms cannot amplify disin-
formation), transparency of political advertising, so that funders and targeting methods can
be scrutinised, empowering researchers, so that sufficient information is available on the dis-
information problem and solutions, and finally, fostering cooperation between platforms and
fact-checkers, including the funding of fact-checking organisations.

The Code will be one of the possible risk mitigation measures under the DSA, but in order
to become a meaningful and effective tool, stakeholders, such as policymakers and civil society
need to make sure that there are sufficient incentives, otherwise platforms can try to limit their
compliance. YouTube’s 2025 transparency report, for example, made clear that the service is
backtracking from its promises. It writes, “Google has revised its subscription to focus on rea-
sonable, proportionate and effective measures to mitigate systemic risks related to disinforma-
tion that are tailored to our services. Accordingly, Google has exited certain commitments that
are not relevant, practicable or appropriate for its services, including all commitments under
the Political Advertising and Fact-Checking chapters” (Google, 2025). One of the stakeholders
highlighting how risky this limited compliance can be is the European Fact-Checking Standards
Network (EFCSN): “The EFCSN remains concerned that major platforms have not signed the
Code at all while other big technology companies have withdrawn from important commit-
ments to protect European citizens from misinformation and disinformation. Signing just a few
commitments that are easy for platforms to meet is not enough in the fight for information
integrity, because, as the European Commission’s opinion states, “the Code constitutes a set of
interlinked Commitments that support each other, and it is therefore most effective when fully
implemented by the signatories” (EFCSN, 2025).
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The protections from manipulative and misleading advertising practices, which can at
times be misused by foreign actors as well, were reiterated by Regulation 2024 /900 on the
transparency and targeting of political advertising. It highlights that “behavioural profiling
and other analysis techniques, are increasingly used to target political messages to groups or
individual voters or individuals, and to amplify their impact.” Not only are the data processing
techniques that enable this form of targeting detrimental to citizens’ fundamental rights and
freedoms, the advertising practice also “negatively impacts the democratic process as it leads
to fragmentation of the public debate about important societal issues, selective outreach and,
ultimately, the manipulation of the electorate. It also increases the risk of the spreading of infor-
mation manipulation and foreign interference.” In this regulation, it is especially Article 5 that is
relevant, as it limits the abilities of foreign actors to run advertising related to the topics
of elections and referenda, during the campaign periods.

In addition, relevant approaches can be found in the Artificial Intelligence Act (albeit its focus
with high-risk Al is overwhelmingly different from the technologies used to enable FIMI opera-
tions) and the Digital Markets Act (as it effects the operations of large tech companies, and, for
example, imposed interoperability could break the market power of platforms that currently
amplify disinformation).

In addition to tech regulation, platforms’ responsibilities are also mentioned in the context
of the EU’s media freedom policies. The European Media Freedom Act (EMFA) considers
quality media an “antidote against disinformation and foreign information manipula-
tion and interference”. As such, not just governments need to protect independent jour-
nalistic actors but also online platforms have an obligation to foster the prevalence of
trusted news media content. In fact, disinformation and foreign information manipulation
are considered risks to media pluralism and media freedom, and as such, the EMFA recom-
mends that monitoring exercises by authorities and civil society consider them, when assess-
ing risks to the health of the media environment (Article 26). In addition, the EMFA is relevant
when it comes to the prioritisation of trustworthy content. Article 18 on Content of media
service providers on very large online platforms describes under what conditions news me-
dia can provide preferential treatment to news media outlets. This preferential treatment,
however, has been criticised by civil society and fact-checkers, as it can easily be misused. For
example, media outlets regulated by partisan or captured regulators could not be excluded
from such a scheme. Given the expansion of Hungarian media in North Macedonia, this might
be a risk in the specific country context as well. The Structured dialogue, under Article 19 fol-
lows up on this issue, and provides additional opportunities to deal with FIMI. It prescribes
that the newly established European Board for Media Services “shall regularly organise a
structured dialogue between providers of very large online platforms, representatives of me-
dia service providers and representatives of civil society in order to: [...] monitor adherence
to self-regulatory initiatives which aim to protect users from harmful content, including dis-
information and foreign information manipulation and interference”. While not platform-spe-
cific, Article 17 on the “Coordination of measures concerning media services from outside
the Union” provides an opportunity to adequately address concerns related to media service
providers from outside the EU that may spread disinformation, such as in the case of the con-
troversial sanctions against RT, Sputnik and other Russian-origin media.
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Apart from regulation and self-regulation, there are also a number of softer approach-
es on the EU-level, such as grants for independent media, media literacy activities, re-
search, open-source intelligence and fact-checking. These approaches can also be found in
EU projects aiming at Candidates and non-EU members. Among other things, the EU enabled
the creation of the European Fact Checking Standards Network (EFCSN) to introduce high stan-
dards in fact-checking and foster cross-border collaboration and the exchange of experiences
among fact-checkers. In North Macedonia, Vistinomer / Metamorphosis Foundation is a verified
member of the network since 2023 (as well as a signatory to the International Fact-Checking
Network).

HOW SHOULD NATIONAL GOVERNMENTS OF BOTH EU MEMBER STATES
AND CANDIDATE COUNTRIES IMPLEMENT MEASURES TO DEAL WITH FIMI?

EU institutions are key players of anti-disinformation policymaking, as the EU wants countries
to stand united when it comes to threats that can affect all members of the European community.
In today’s Europe where not only people and goods but also information is supposed to travel
freely across borders, one country’s inactivity might turn into the others’ vulnerability. In this
environment, certain national laws are being overwritten by EU regulation, such as in the case
of platform regulation - with the German NetzDG being a prime example. EU Candidates should
make sure to transpose the relevant provisions of the DSA and the EMFA, and assess whether
platforms operating on their territory comply with their commitments under the Code of Conduct
on Disinformation. When applying EU regulation in individual countries, governments should not
regard all EU regulation as self-implementing, as they have many components that need to be
adapted to the local situation. Moreover, additional measures might be needed on the national
level that address countries’ own specifics problems and vulnerabilities, in order to make sure
that citizens have access to a safe, reliable and high-quality information sphere.

To guide policymakers, we can look at Epstein’s (2020) four criteria for effective regulation
of disinformation: action i) should keep undesirable side-effects (harm) minimal, ii) should be
proportionate to the threat, iii) able to adapt to changes in technology, and iv) determined by
independent agencies.

i) Undesirable side-effects are constantly part of the discussion in European policymaking,
especially the potential of anti-disinformation policies suppressing freedom of speech. In many
countries, proposed laws were not passed, exactly due to this concern. In the case of Germany’s
platform-specific law, the Netz DG, local stakeholders provided assessments that imply the law’s
expected chilling effect did not materialise, however, some concerns still emerge, for example,
in a recent research that highlighted the high share of legal content removed online in Germany,
but also in other EU countries (The Future of Free Speech, 2024). The case of Hungary’s amend-
ment of the Criminal Code’s provision on scaremongering, at the same time, is an example of a
policy that was intentionally designed in a way that it could be used against lawful communica-
tions, potentially including journalists covering issues of public importance - another example
of Hungarian measures that may be cause for concern is the Act on the Protection of Sovereign-
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ty, which provides an opportunity for authorities to go after civil society and media that are
critical of governmental actions.'!

The previously mentioned undesirable side-effects are, in fact, closely related to the ii) pro-
portionality of measures. Action taken against disinformation can often be considered an inter-
ference with the freedom of expression - as communicators might be prevented from effectively
conveying their messages to audiences or might be penalised for something that is not neces-
sarily illegal. Especially the use of criminal law can be problematic.

iii) Changes in technology are hard to keep pace with - neither ex-post measures, nor plat-
form regulation can react as quickly as policymakers would desire. Cooperations with technol-
ogy companies can be helpful in this exercise - but on the national level this is not commonly
mentioned in the policy discourse (however, the Code of Practice on Disinformation and the
Digital Services Act made sure that platforms seek opportunities to cooperate with some na-
tional actors, especially fact-checking organisations). Even with more active public-private co-
operation, we can expect that purveyors of disinformation keep finding new channels and new
formats - however, a resilient user base can withstand even unexpected threats if they are pro-
vided with the necessary media and information literacy skills.

To do so, the work of experts is invaluable. This also means that iv) independent and diverse
actors are needed to make sure that this knowledge is produced and applied in the policymak-
ing process. In fact, significant weaknesses can be observed in countries where policymaking is
politicised and trust in institutions is limited.

The involvement of diverse and independent actors means more than just institutions (me-
dia regulators, electoral commissions, educational institutions) but also a strong involvement
of civil society and the private sector. In fact, civil society actors and news media have provided
significant contributions to the actions taken to tackle disinformation in most EU countries.
Their measures are important complements to public policies, even in countries where anti-dis-
information policymaking is, in general, considered strong. Not to mention that the activities of
these actors aim at strengthening societal resilience instead of targeting communicators, and as
such are less likely to be considered threats to freedom of expression.

In some countries, it can be seen that public funds are made available to civil society ac-
tors working on disinformation - however, there are signs that the extent of this funding is not
enough. Further support is provided by the European Commission (through EDMO and dedi-
cated grants) as well as other grant making organisations. Throughout the years, many recom-
mendations stressed the need to support quality media - starting from the recommendations
of the High Level Expert Group on Disinformation and Fake News to the Irish Future of Media
Commission report and the Belgian expert group on fake news and disinformation - but so far,
news media play a marginal role in disinformation policies.!? Past research also shows that a

1 The Act on the Protection of Sovereignty defines the tasks of the newly established Office for the Protection of Sovereignty, which include
the detection of information manipulation and disinformation activities, in cases they may infringe or threaten the sovereignty of Hungary.
In principle, this power allows for action against foreign influence operations originating from countries widely considered threats to
Europe’s security, but the wording of the law implies that the Hungarian government sees the challenge originating from allies, such as the
United States (see Bleyer-Simon et al., 2024). The Venice Commission (2024) considers that the law poses a serious risk of stifling voices
critical of the government.

12 Bateman and Jackson (2024) consider the most effective measures to be those that aim at supporting media literacy and supporting local
journalism, as well as those that are capable of changing the recommendation algorithms of online platforms.
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strong public service media can be a good antidote against information manipulations (Hum-
precht et al. 2020). It can be seen that many public service media have a mandate in fostering
media literacy - in part because the Audiovisual Media Services Directive emphasises the need
for member states to foster media literacy. At the same time, public service media in Europe are
often underfunded (or in some countries captured by interest groups) and may be struggling
when it comes to reaching certain demographics - especially young people.

While there might be some disagreement on the kinds of policy approaches that one con-
siders most successful (and approaches might differ from country to country), having a clear
strategy, a wide coalition of actors and a wide range of policy tools at one’s disposal is likely
the most viable approach in the long-run. Some countries already understood the need to build
a comprehensive strategy to coordinate between different actors and policy domains - this is
for example the case in Germany, France and Finland. In Ireland, the need for a comprehen-
sive strategy has been highlighted in policy documents, but it could not yet manifest, in part
because there was significant opposition against supporting action that limits otherwise legal
communications. A complex threat, like FIMI, requires a whole-of-society approach to deal with
- including government bodies, the security apparatus, the media and civil society. Preferably,
a strong strategy covers many different aspects, including national security, election integrity,
and especially the building of societal resilience. It can include a series of actions promoted by
public authorities, such as the establishment of a strong regulatory framework, the running of
awareness-raising campaigns, provision of funding (while also guaranteeing the independence
of funded activities), establishment of communication channels with platforms, fostering coop-
eration among authorities or other stakeholders and many other initiatives.

The EU adopted a Strategic Compass in March 2022 with the aim of strengthening the bloc’s
security and defence policy by 2030. One of the aspects is a catalogue of instruments to tackle
and respond to FIMI operations. The so-called FIMI Toolbox emphasises the need to improve
situational awareness (among other things through monitoring and detection, the systemic col-
lection of evidence, open-source intelligence — OSINT - investigations and information shar-
ing), resilience building (such as strategic communications, a rapid alert system and capacity
building), “disruption and regulation” (referring to laws and policies aiming at preventing and
deterring or responding to FIMI attacks, including transparency measures), as well as diplo-
matic responses (such as international cooperation or sanctions on media service providers).
[t is also important for countries in Europe (not just members of the EU) to play close attention
to the activities of the European External Action Service’s (EEAS) activities related to FIMI.*3
In its work on monitoring and addressing FIM], it focuses particularly on attempts originating
from Russia and China. The EUvsDisinfo website is operated with the aim of raising awareness
of the Kremlin’s information manipulation efforts, while China’s strategy is described in the pa-
per EU-China: A Strategic Outlook. As FIMI is part of hybrid warfare, the EEAS also contributes
with its expertise to the EU’s EU civilian and military (CSDP) missions. Through its diplomatic
activities, it manages a Rapid Alert System, manages extended frameworks with NATO and G7

13 For a more detailed description, see: https://www.eeas.europa.eu/eeas/information-integrity-and-countering-foreign-information-manip-
ulation-interference-fimi_en
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members, and contributes to the development of sanctions. The 3 EEAS Threat Reports (EEAS
2023, 2024 & 2025) present insights from EU member states, as well as a number of partner
states, however, the lack of disaggregated data doesn’t allow us yet to extract a lot of informa-
tion specific to the countries of South East Europe.

Countries that build up their defence mechanisms against FIMI need to conduct a thorough
assessment of the country’s needs and capabilities, as well as the extent of the disinformation
problem, while keeping in mind that there is no one-size-fits-all solution, and every country
is different when it comes to the society’s resilience and the extent to which it is targeted by
disinformation. They also need to build up capacity to sufficiently monitor the effectiveness
of local policies. Measures cannot be simply reactive. There is a need to emphasise resilience
building including through strengthening media literacy and civic education, fostering trust in
society, empowering trustworthy media, securing the independence of the public service me-
dia. Given the border-crossing nature of the phenomenon, countries need to look at the options
of synergies with other countries in Europe and beyond - this can take place bilaterally, but also
under the umbrella of international organisations. In the EU, examples of such projects include
the Riga-based NATO Strategic Communications Center of Excellence, OECD Expert Group on
Governance Responses to Mis- and Disinformation, and the Atlantic Council’s Digital Forensic
Research Lab (DFRLAB). In addition, EDMO Hubs are active in all countries of the EU. There are
also cases in which foreign governments (such as the United States) or international organisa-
tions (such as UNICEF) contribute by developing or funding media literacy and fact-checking
projects, or broader anti-disinformation activities.

WHAT IS THE ROLE OF POLITICAL ACTORS IN ENSURING TRANSPARENCY
AND ACCOUNTABILITY IN THE DIGITAL SPACE?

Mapping exercises, for example the factsheets of EU Disinfo Lab (2023), show that political
parties are often among the sources of disinformation - the governing party of Hungary with
many of its allied actors is one of the prime examples.!* In Malta, the public inquiry set out to
establish whether and how far the state is responsible for the circumstances that led to Daphne
Caruana Galizia’s assassination unveiled evidence of a state-orchestrated campaign aimed at
dehumanising and discrediting Caruana Galizia, which contributed to the climate of hostility
that made her assassination possible (Daphne Caruana Galizia Foundation, 2021). The Hungar-
ian example shows that proxies of the state, such as groups of influencers can also play a role in
amplifying fake narratives in favour of state actors (HDMO, 2024). In other EU member states,
evidence shows that far-right and populist parties are spreading false narratives. Examples are
the Slovenian Democratic Party, the Freedom Party of Austria (Schafer, 2023), and Chega in Por-

* For cases when disinformation can originate from politicians, and even the governing party or state institutions, see relevant chapters of
Echeverria, Garcia Santamaria & Hallin (2025).
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tugal (Pardal, 2023) - but to some extent all EU member states and candidates face disinforma-
tion that originates from certain politicians, even if only fringe ones. According to an analysis of
the EU DisinfoLab, the first debunked narratives during the 2022 French presidential election
also came from politicians (Hénin, 2022).

Most FIMI efforts are about interfering in political processes including elections (directly or
indirectly), destabilising the EU and its members or candidates, or helping elect politicians who
could foster foreign interests, local politicians can - even inadvertently - become amplifiers
of foreign disinformation. Parties that sympathise with the Kremlin’s narrative can find them-
selves supporting made-up narratives originating from abroad (see Nestoras, 2019).

In this context, it is the task of politicians to constructively work on counter-measures. Mem-
bers of Parliament need to put FIMI, disinformation and the strengthening of information re-
silience on the policy or legislative agenda. In addition, politicians - no matter if in office or
running for it — should refrain from producing disinformation or reproducing FIMI narratives,
even if they would - in the short run - benefit them. Instead, in order to get out positive mes-
sages, they should build coalitions with civil society and establish transparent communication
strategies and working relations with media - in a way that is respectful to the independence of
both civil society and the media.

HOW CAN MEDIA ORGANIZATIONS IMPROVE RESILIENCE
TO FIMI WITHIN THE EXISTING REGULATORY FRAMEWORK?

According to Nikodinoska & Chausidis (2025), the media system of North Macedonia ex-
periences numerous challenges, such as a weak media market and ineffective regulation. It is
important to address these challenges, as independent media can provide effective remedies
to disinformation and foreign information manipulation. A strong public service media is es-
pecially emphasised in the literature, as key to the resilience of societies to disinformation (see
Humprecht et al. 2020). Public service media, in general, act as a trusted source of information
for society, but in many cases, they have dedicated tasks, such as the fostering of media litera-
cy, or they run their own fact-checking projects, such as Belgium’s Francophone Public broad-
caster RTBF (the Faky fact checking project) or the Flemish public broadcaster VRT. In Poland,
the FakeHunters project is run by another public institution, the Polish Press Agency. Similar-
ly, independent private media can be significant remedy to information challenges, by holding
government and institutions to account and helping society make sense of the world, as well as
make informed decisions about matters of public life.

Public and private news media are regulated by both, regulation (atleast in the case of broad-
cast and on demand media) and self-regulation, which provide some indication to media outlets
how to handle and verify facts. The effectiveness of self-regulatory codes and journalistic asso-
ciations diverges across countries, as ethical codes are not legally binding - but certain control
mechanisms can facilitate their enforcement. One of the impactful documents is the German
press code by the German Press Council (Deutscher Presserat), which extends to both print and
online media. In Belgium, the francophone ethics body (Conseil de déontologie journalistique)
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issued decisions on alternative media outlets that were infringing the ethics code (EDMO Belux,
2023), showing that self-regulatory instruments can adapt to the new media environment. Al-
though self-regulation is in most cases voluntary and ethics bodies have no legal jurisdiction or
public authority, there are countries where their decisions are closely followed and observed.
In Greece, parliament ratified a law in December 2022 to form a Special Committee charged
with overseeing the compliance of online media to “journalistic ethics”. Noncompliant media
can lose state advertising funds - a crucial source of revenue for media in Greece - for up to
two years (Dimitriadis, 2023). In Cyprus, the Journalists’ Code of Conduct includes special pro-
visions focusing on mis- and disinformation: “Trust in the media and journalists is supreme
value of Journalism. Mis/Disinformation, fake news that may be spread through media or social
media are detrimental and dangerous phenomena for democracy and freedom of press. There-
fore, any involvement of media or journalists in spreading fake news or mis/disinformation is
unacceptable.”®® The Journalistic Ethics Committee of Cyprus does not have the authority to
impose penalties or award compensation. However, the committee can investigate claims of
violations or threats to freedom of the press, either on its own or in response to complaints.
Parties involved have the opportunity to present their positions. If the committee finds a viola-
tion or threat, it discloses its findings, leading to ethical satisfaction rather than legal conviction
for those accused of spreading disinformation. The decisions and findings of the committee are
made public.’®

News media are experiencing a crisis for at least two decades, which leaves them financially
vulnerable, lacking resources to conduct costly investigations, and with significantly eroded
public trust. It is not enough for media to just follow self-regulation; they also need to rebuild
trust and reach out to young generations. This would require them to work more transparently,
strengthen research methods, and revise their ethical codes - a possible example is the code
of fact-checking organisations under the EFCSN, that was created as a response to the current
“post-truth” environment.

In order to serve audiences in the long-run, it is also important to address systemic weak-
nesses of their operational models. They need to look for sustainable revenue sources, includ-
ing new audience revenues, and potentially engage in discussions with policymakers about the
opportunities and conditions of public funding. They also need to stop relying on certain strate-
gies that promise benefits in the short-run, but erode trust and further decrease profitability in
the long-run - such as low quality, clickbait and sensationalist content. Instead, they need to pri-
oritise content that has public value. Long-term success also requires experimenting with new
methods of reaching audiences, and new formats of content presentation. Journalists in the
2020s need to be interactive and innovative. Moreover, the developments in the last few years
also show that journalism can only strive if it breaks out of its Facebook/TikTok/YouTube-de-
pendence - as the platform-logic requires media to maximise the number of clicks, thereby
making long-term planning impossible.

5 Journal Code 2022. https://cmec.com.cy/en/journalists-code-of-conduct/journal-code-2022 /#item-2
16 Rulings. https://cmec.com.cy/en/rulings/
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WHAT ARE THE BEST PRACTICES WITHIN THE EU,
AND CAN THEY BE APPLIED TO WESTERN BALKAN COUNTRIES?

According to a study by Metamorphosis (Trojachanec & Rizaov, 2024), North Macedonia has
no coherent response to FIMI and its cybersecurity strategy is limited. In 2019, the Plan for
Resolute Action against the Spreading of Disinformation was published, followed by the Strate-
gy for Building Resilience and Tackling Hybrid Threats in 2021. Pankovski and Rechica (2022)
highlighted after the passing of the strategy that key institutions lacked competencies and in-
centives to properly address disinformation and FIMI. Trojachanec & Rizaov (2024) add that
“poor media professionalism and political turmoil” add to the problem. The paper mentions
that the only one of five parliamentary bodies taking significant action against FIMI was the
Defence and Security Committee of Parliament.

In January 2025, the new Macedonian government adopted the National Cybersecurity Strat-
egy 2025-2028. Priority Area 3 on a Cyber-Resilient Society highlights in Specific Objective 1
the need to “[r]aise awareness on cybersecurity and disinformation in cyberspace” - there are
no studies yet assessing its effectiveness. Art 394-d of the Criminal Code deals with spreading
online hate speech, with a possible penalty of one to ten years imprisonment.!” Vuji¢ (2024)
mentions that weak enforcement mechanisms in North Macedonia might limit the implementation of
the DSA - the country, just like some of its neighbours, has underfunded regulatory bodies and
outdated infrastructure. Neither is North Macedonia part of the EU digital space, in which a local
Digital Services Coordinator helps with the enforcement of the DSA. When considering how to
strengthen its resilience to FIMI, North Macedonia can look at the examples of other countries,
especially those of the EU, that have been experimenting with a range of approaches to tackle
information challenges - the EU experience also shows what approaches need to be avoided, as
some measures turned out to be ineffective or detrimental to human rights, and as such cannot
be part of a good response. The European experience shows that the most important measures
focus on resilience building - such as media literacy, education, and a strong and trusted news
media. It can also be seen that successful countries have comprehensive strategies that involve
multiple ministries/departments, which constantly cooperate and coordinate.

In addition to the European approach of disinformation regulation and policy making, all EU
member states have national measures to tackle disinformation on the national level. Nordic
countries, including the three Baltic states emphasise media literacy to strengthen the resil-
ience of society - Estonia and Finland particularly excel in this domain - but also take signif-
icant steps to counter foreign information manipulations with cybersecurity strategies. Not-
withstanding this, there may still be challenges in the future, due to large language models and
artificial intelligence - which can significantly change the way content is produced and con-
sumed. International cooperation also plays an important role: apart from commitments made
to the EU’s Democracy Action Plan and the reliance on EU policy tools, some countries were

7 Criminal Code of North Macedonia. https://legislationline.org/sites/default/files /2023-09 /criminal%20code%200f%20Macedonia.pdf
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driving their own international initiatives. The Baltic countries, for example, played an import-
ant role in the establishment of the East StratCom Task Force and the NATO StratCom Centre of
Excellence. Countries bordering Russia, Belarus or Ukraine are also more likely to have taken
measures to block certain foreign content providers that regularly publish propaganda or dis-
information. Non-legal approaches on disinformation are, in general, more common in the EU
than legal approaches. There are many proposed laws that did not pass in the end, either due
to stiff criticism, changes in government or shifting priorities. In certain cases, soft measures,
strategy documents or recommendations did not lead to actions.

Many countries have criminal code provisions that can be applied to publishers of disinfor-
mation - these can be articles dealing with slander, defamation, threats to public order. There
are also measures aimed at actors who aim to influence elections with false information. Malta,
Cyprus and Greece even mention “false news” in their criminal laws. The Lithuanian Criminal
Code’s Art. 285 deals with false information about “imminent danger or serious disaster to the
public or an object of national importance.” Some criminal law provisions are aimed specifically
at foreign threats. In Denmark, for example, influencing decision-making and public opinion on
behalf of foreign actors is prohibited under the Law on Foreign Influence and under the Penal
Code’s Art. 108 (Simonsen, 2024). The Penal Code also prohibits propaganda aimed at helping
the enemy during war or occupation. Criminal law approaches, however, are considered con-
troversial, as they can have a chilling effect on freedom of expression, and can only be applied
in the most egregious cases of disinformation (and if the publisher is known) but cannot signifi-
cantly mitigate the problems associated with rapidly spreading false narratives and conspira-
cy theories. In several countries, proposed laws to penalise purveyors of disinformation were
heavily criticised, and could not be adopted. Germany and France are the two countries that are
well-known for their laws focusing on online platforms - other countries, such as Italy and Bul-
garia, tried to follow this approach but could not pass laws - the concerns were, in these cases
as well, often related to freedom of expression.

Since disinformation and foreign interference are complex threats, affecting multiple do-
mains of policy, a number of EU member states look at ways to involve a wide range of actors
and to coordinate the actions they take. According to the 2024 Media Pluralism Monitor, Germa-
ny, Finland, France and Ireland can be considered some of the countries that have a robust dis-
information strategy, but coordination can be found in other countries as well. In Ireland, the
Future of Media Commission report (published in 2022) concluded that a coordinated strategy
is needed for the country. The National Counter-Disinformation Strategy is led by the Depart-
ment of Tourism, Culture, Arts, Gaeltacht, Sport and Media. It established a working group to de-
velop a National Counter-Disinformation Strategy, which is composed of representatives from
industry, academia, civil society, and government departments. While there is no tangible out-
come of this work yet on the policy level, the establishment of the working group marks a first
step towards devising coherent and comprehensive disinformation strategies (Flynn, 2024:27).
The terms and references of the group highlight the need for media literacy initiatives in a tar-
geted, complex governmental approach, the need for a comprehensive assessment of existing
tools (both national and international best practices) to counter disinformation and address
evolving threats, support for innovation in fact-checking and research, as well as contribution
to the long-term assessment of EU-level policies (the Code of Practice on Disinformation and
the Digital Services Act). In Germany, where the Federal Ministry of the Interior is tasked with
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identifying disinformation, responses are coordinated by a special task force of the ministry.
Education and strengthening resilience is a task of the Federal Ministry of the Interior, the Fed-
eral Ministry of Family Affairs, and the Federal Agency for Civic Education (Bundeszentrale fiir
politische Bildung, BpB). Information exchange takes place under the Federal Ministry of For-
eign Affairs and the Federal Ministry of Defence.

All EU countries have fact-checking organisations that are actively monitoring the information
environment and debunk disinformation narratives. Some of them also cooperate with online
platforms as local, third-party fact-checkers. Their funding, however, is in most cases vulnerable.
One of the sources of revenue is the European Commission through the European Digital Media
Observatory and dedicated grant programs. In many countries, public service media has its own
fact-checking programs, but for private fact-checking projects support only exists in a handful of
countries, such as in Croatia, where the Agency for Electronic Media launched a public call in 2023
for grant distribution for establishing an independent network of fact-checkers. Certain news me-
dia in member states also have dedicated programs to address disinformation. Media literacy is
in most EU countries included in the national education curriculum, however, according to the
Media Pluralism Monitor 2024 data collection, there are cases in which the availability or quality
of media literacy courses is inadequate, and its focus is not always society’s resilience to disinfor-
mation (Centre for Media Pluralism and Media Freedom, 2024).

For the countries of Southeast Europe, no EU member can count as clear role model, but
there are best practices across the bloc. Belgium and Portugal, for example, are countries where
robust structural fundamentals, such as strong media literacy efforts and high degrees of me-
dia freedom, contribute to resilience in society, despite a lack of dedicated anti-disinformation
policymaking. Similarly, Finland is well-prepared for challenges in the information sphere, but
in this case, dedicated measures, such as complementing the country’s high-quality and inclu-
sive education with the active cooperation between Defence Forces and other governmental
agencies, strengthen resilience. EU member states that joined in the 2000s, especially Bulgaria
and Romania, are in a worse position than most old members of the EU, as they had less time
to develop effective institutions - this influences their responses to the disinformation threat.
State capture and corruption can also paralyse the policy community’s ability to create effective
policies. Greece’s contextual variables might show the impact of a long economic crisis and aus-
terity measures, while in Hungary, democratic deficits have led to weaknesses in disinformation
policymaking.
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Conclusions and

recommendations

l CONCLUSIONS

he experiences of European countries show that there is no one-size-fits-all ap-

proach, but a number of successful policies can be adapted to other country con-

texts, after careful assessment. The different measures need to be assessed in the

context of the existing knowledge, as well as blind spots, related to the disinfor-
mation phenomenon and disinformation policymaking. Jungherr (2024:10), for example,
highlights that the arguments about the effect of disinformation “are speculative and might
be overblown”, while the sources of a high vulnerability to or prevalence of disinformation
might, in fact, be related to certain societal factors, such as inequality in society (see Jung-
herr, 2024 & Kreiss, 2021) or low education levels (as highlighted in the Media Literacy
Index, 2023), that might drive polarisation in society and make the population more vulner-
able to misleading and fabricated content, including those spread by foreign actors - some
of these problems need to be addressed by social or education policies, separately from
anti-disinformation or anti-FIMI action.

The mix of policies and the choice of priorities is different across countries in the EU. It
was observed elsewhere that countries with a higher GDP per capita tend to introduce more
anti-disinformation measures than those with a lower GDP per capita (Cipers et al., 2023). In
addition, it can be highlighted that EU member states are not affected to the same degree by
disinformation. Having an unstable, war-torn or hostile neighbour can increase the extent of
foreign disinformation operations. But the risks might also be higher in cases when a country
is preparing to enter the European Union or NATO, or has an ethnically divided society, such as
in the case of North Macedonia. Larger countries with a strong influence on EU decisions are
also more likely to become targets of these campaigns - as can be seen in the example of wide-
ly publicised foreign information manipulation attempts in France and Germany. Countries
that see an immediate threat coming from foreign-origin (especially Russian) disinformation
are more likely to pay attention to designing their own policies on FIMI and disinformation.
This is despite the fact that disinformation is not always originating from abroad - there
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is also plenty of homegrown information manipulation. While domestic disinformation may
not be as prominent in the public discussion as foreign information manipulation or hybrid
threats, in practice, it seems like it is often addressed by the same or similar measures - this
shows that foreign and domestic disinformation are not fundamentally different phenomena.

Hard law approaches remain part of the toolbox, but their impact is disputed - and might in
cases infringe on freedom of expression. Many criminal codes in Europe have provisions that
can be used to deal with the most egregious forms of disinformation - many of which predate
the current policy focus on disinformation or as some call it “fake news” - but these are usu-
ally the cases that overlap with hate speech or the kinds of fabricated content that violate the
personal rights of individuals. In some of the countries, criminal law provisions were applied
by courts against publishers of disinformation content that had a high potential of disturbing
public peace. However, relying on criminal law sanctions can be concerning for the freedom of
expression (0 Fathaigh et al.,, 2021) and might have only a limited impact on the overall spread
of disinformation. Dragomir et al. (2023), for example, argue that the occasional fines imposed
by courts are not sufficiently effective to disincentivise those who aim at publishing such con-
tent. Moreover, such ex-post measures have no effect on foreign actors publishing disinforma-
tion (unless acting through local proxies). Similarly, traditional media regulation (including
self-regulation) contains many provisions that can contribute to the truthfulness of information
published (be it licensing requirements for broadcasters or a right to reply) - however, most
of them cannot be applied to the numerous new actors creating, disseminating and amplifying
content online. The online information environment also limits the effectiveness of sanctions or
bans of certain propaganda or disinformation outlets: online audience members who are genu-
inely interested in those outlets (or are attracted to the forbidden fruit) can easily find ways to
access the content - be it through VPNs or messenger channels.

Cooperation between agencies is crucial. Since FIMI and disinformation are complex prob-
lems requiring a whole-of-society approach, the responses need to be coordinated. A number
of policy fields need to be included, from foreign policy, internal affairs and national security to
education. Authorities need to establish a long-term strategy, that builds on EU regulation, such
as the DSA and EMFA, one that enhances situational awareness (monitoring and analysing dis-
information, as well as effectively sharing information between key actors), is capable of rapid
responses, and involves foreign allies, as well as local civil society and the media.

Resilience building is key (see Pollicino & Somaini, 2020). Societal information resilience is
defined as a society’s ability to create systems of trustworthy information provision, its read-
iness to support knowledge institutions and its investment in the kinds of information liter-
acy that would help people identify trustworthy sources (Humprecht et al. 2020). Resilience
may be influenced by the levels of trust in the media or the extent of political polarisation (see
Dragomir et al., 2024 and Humprecht et al., 2020) - and as mentioned earlier in this text, by
inequalities in society or the quality of education. Education should in this context mean more
than just media education: critical thinking skills, knowledge of natural sciences, history and
the functioning of the democratic order, are all relevant when facing made-up claims. From the
currently prominent measures, fact-checking and media literacy can be seen as contributing
to a society’s resilience. These are especially important if we consider that individual pieces of
disinformation or “atoms of content” (Wardle, 2023) fit into broader narratives that are shared
by whole communities.
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I RECOMMENDATIONS

To the government:

Actions against FIMI need to be based on a comprehensive strategy, designed after a thor-
ough assessment of the country’s capacities and vulnerabilities.

Measures cannot be simply reactive, countries should emphasise resilience building in so-
ciety (which includes media literacy, civic education, fostering trust in society, empowering
trustworthy media, providing sufficient funding to and securing the independence of the
public service media)

Look at the options of synergies with other countries - consider regional partners, but
also international or multilateral organisations and countries that have already developed
strong defence mechanisms. Pay close attention to the European Union’s FIMI Toolbox and
the activities of the EU’s External Action Service.

Involve civil society and the media in the process (including on how to adopt/implement
regulations) - consider state funding to these actors in a way that does not compromise
their independence

Don’t think of all the regulations as self-implementing, they also have components that need
to be adapted to the local situation

Build up capacity to sufficiently monitor the problem
Don’t forget about possible side-effects, such as limiting freedom of expression
Avoid criminal law approaches, as much as possible

Create an enabling environment for independent media, which includes transparency, safe-
guards for independence, as well as possible state support. In the case of the public service
media, both independent appointment procedures and adequate levels of funding need to
be guaranteed.

To the news media:

Strengthen journalistic associations and unions, as well as establish (if not yet existent)
press councils in order to enable effective self-regulation that fosters quality, independent
news production.

Look for sustainable revenue streams and new formats that can help operate as a watchdog
in the long-run.

Look at best practices, such as those originating from the European fact-checking community.

To the civil society and donors:
Provide trainings to the journalistic community that help journalists identify and counter

FIMI and disinformation - including OSINT methods, fact-checking methodologies, and the
use of novel tools.
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Emphasise fact-checking, as well as media and information literacy programmes - in the
latter case also focusing on marginalised groups, linguistic minorities and senior citizens,
who are often more vulnerable to FIMI and disinformation campaigns.

To politicians:

Commit to truthful communication and point out if other politicians or parties fail to do
so, create a climate of constructive dialogue with voters, civil society and the media (and
respect their independence)

Foster the discussion on constructive approaches to information integrity and resilience in
the policy and legislative process

To online platforms:

In order to protect the countries of Southeast Europe from harmful information manipula-
tions and foreign information manipulation, online platforms are asked to follow the com-
mitments of the Code of Conduct on Disinformation. Among other things, empower audi-
ences to identify and report harmful content, act against inauthentic activities, demonetise
purveyors of disinformation and closely collaborate with the fact-checking community.
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